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ABSTRACT

This research presents results related to the capacity of students and staff members to detect
malware threats. Eight malware groups were defined by researchers as the most common threats to
higher education systems such as virus, Ransomware, worm, Trojan, browser hijacker, spyware root kit
malware, and adware. To highlight the importance of identifying security risks, the effect of malware
intrusions on higher education systems has to be understood. This research studies the approach and
awareness level of University staff and students worldwide to identify and tackle problems related to
malware threats. A model recommendation will be proposed for educating faculty and staff members so
as to identify malware threats in less identified categories to help alleviate future malware intrusions.
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Introduction

In 2014, several universities that were targets of malware attacks, including phishing scams to
steal credentials, were documented by REN-ISAC. The University of Western Michigan, the University of
Boston, Texas A&M, the University of lowa and the University of Michigan have been identified as
allegedly attacking universities (REN-ISAC, 2014).Future guidelines include exploring new forms of
malware hazards, identification of malware risks by staff and students, and ways to minimize these
hazards. Can malware threats be detected by universities? Malware attacks cost time, resources and the
loss of confidential data. The possibility of malware invasions is higher in higher education institutions.
Exploring the areas at stake highlights the importance of why it is important to resolve malware risks as
the stakes are very high. Studies have shown that security knowledge effectively decreases malware
infections and calls to technical assistance desks (Wombat Security Technologies, 2014). Users that are
unable to detect malware threats are more likely to become victims of malware invasions. Malware
attacks cost time, resources and the loss of confidential data for organizations. For malware remediation,
a medium-sized university will spend $30,000 per year on average (Lehrfeld, 2013).This expense often
entails loss of working time and infringement of confidential data. Symantec’s cybercrime study reported
that attacks cost $575 billion per year (Symantec, 2016). Several anti-malware systems can assist with
cleanup after infections. Anti-malware technologies, however are limited to stopping intrusions from
malware. It is more likely that end-users who bypass anti-malware settings would fall prey to malware
intrusions. Compromised safety due to computer system malware intrusions can lead to work
disturbances and ultimately loss of valuable data and revenue.

The possibility of malware invasions is higher in higher education institutions. Many kinds of
sensitive data are handled by higher education institutions, especially for students, which makes them a
target for malicious hackers. A BitSight Technologies study reports that higher education institutions are
more at risk of breaches of security than the retail and healthcare industries (BitSight Technologies,
2014).Higher education institutions have become more mindful of these rising threats and are worried
with keeping their data secure. Higher education systems such as the University of North Alabama aim to
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add and implement information technology security awareness training programs while companies use
various data security approaches (University of North Alabama, 2016). Information security awareness
programs are also mandated by the University of Arizona, the University of Cincinnati and Villanova
University (Cincinnati University Information Security Office, 2016); (University of Arizona Office of
Information Security, 2016).

Objectives

. To identified the various categories of malware threats as faced by the students and staff of
universities worldwide.

. To find out the factors that affected university students and staff member’s ability to identify
malware threats.

. To suggest methods to prevent malware threats faced by the university students and staff
members.

Research Methodology

This study uses all systematic reviews of evidence on malware threats in higher education
sector.

Literature Review

The key objective of the "Ongoing Malware Threat" study was the recognition of web browser
vulnerabilities as GeoTrust, an Internet security firm, manufactures anti-malware scanning technologies
to secure websites. While the main emphasis was on website attacks, GeoTrust recommends a security
strategy that covers all device platforms and multiple types of malware.

Malware Terms and Definitions
Adware is software used to view ads that contains code to monitor user data and provide it to
the developer of adware. Without the awareness of the user, this monitoring is achieved. Adware creates

issues if the adware has bugs in its code and by installing multiple advertisements when it slows down
the device (Sophos, 2016).

. Hijacker Browser: A browser hijacker alters your web browser’'s default homepage and search
engine without your permission (Sophos, 2016). A browser hijacker influences the perception of
surfing.

) Ransomware: Ransomware is a malicious software that attackers use to steal information from

the owner and keep it locked until a ransom is paid (Invincea, Inc., 2014). The most popular one
is requiring users to pay a ransom for a decryption key for the stolen and encrypted encrypted
data (Invincea, Inc., 2014).

. Rootkit: A rootkit is a software program used to mask malicious activities so that they can not
be detected by antivirus programs. Rootkits modify the operating system to hide the infected
machine itself and its behavior (Kaspersky, 2016). Since the majority of malware infects apps,
this is different.

. Spyware: Spyware is malware that allows advertisers or hackers to obtain confidential data
without permission from you (Sophos, 2016).
. Trojan: A Trojan, like a worm, does not clone itself. A Trojan executes by user interaction on

compromised computers and does not execute by itself (Kaspersky, 2016). A Trojan may create
an opening which gives the computer system access to malware hackers.

. Virus: A virus is malware that by inserting a virus code, infects other programs and begins to
spread when an infected file starts (Sophos, 2016). A virus is host program based and typically
attached to an executable file. So even if a virus is on a computer, someone has to run the
executable file to trigger it.

. Worm: To spread to other machines, a worm makes a copy of itself. A worm does not rely on a
host program such as a virus and uses vulnerabilities such as the auto-run function when a USB
drive is connected to a computer to access and propagate via network resources such as email
(Sophos, 2016)

Result of Malware Attacks

The different threats to malware are generated as a way for malicious users to either interrupt a
system’s workflow or steal data. If a device is contaminated, the list below briefly describes the things
compromised by the specific threat.
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. Adware: Through uploading many commercials, Adware slows down machines. If the coding for
an advertising has flaws, device instability may occur (Sophos, 2016).
. Hijacker of the Browser: A browser hijacker disrupts legitimate browsing practices and

redirects users to either sites that help the hacker increase the operation of specific sites or may
redirect them to inappropriate sites or malicious sites that could cause further harm (Sophos,

2016).

. Around Ransomware: If they want to pay a ransom to recover data from the attackers,
ransomware will steal data, lose data and cause uses to lose money (Invincea, Inc., 2014).

. Rootkit: A rootkit can steal and then send passwords or other sensitive data to hackers

(Sophos, 2016). Various things may be at risk if hackers gain access, depending on the degree
of access a person has to a device, databases, or network.

. Spyware: Without authorization, spyware records user behavior and data. By depleting memory
and computing power, spyware can also slow down or crash a computer (Sophos, 2016).

. Trojans: Trojans can remove data, steal information and freeze computer systems (Kaspersky,
2016).

. Viruses: Viruses can steal information, give hackers computer control and show annoying
messages (Sophos, 2016).

. Worms: Worms are used to steal information, send spam and can infect several computers

(Kaspersky, 2016).

In July 2013, one case study reported an incident in which a business became contaminated
with a Worm malware. The cause has been traced to an infected program administrator on a USB the
computer that uploads the infection unknowingly. Many of the server systems have not been upgraded to
Installed anti-virus signatures or some servers have been entirely missing anti-virus applications. Since
infections continued for an additional three months after the first diagnosis, the cost incurred equivalent of
$109,000,000 for damages, prosecution, and cleanup (NTT Group, 2014). The research It also
concluded that user education and training would help to avoid infections with malware, as this case
revealed the outcome of user behaviour.

For all malware risks, malware signatures used to recognize particular forms of malware are not
usable. A Zero Day attack is a common threat to prevent detection by anti-malware software, as this form
of attack consists of a newly created malware threat that has not yet had an identifiable signature threat
(Faust, 2011).

Three billion malware attacks on users in 2010 and high costs due to stolen credit card
information and costs for remediation of the attacks were documented in a Symantec White Paper on
The Ongoing Malware Threat (Reavis, n.d.). The study revealed that many instruments are developed by
design to focus on certain areas of technology systems, reinforcing the notion of weaknesses in anti-
malware tools.

Methods/ Strategies to Tackle Threats

In February 2015, Wombat Protection Technologies gave a presentation listing five reasons why
a safety education program did not succeed, ten concepts of learning science, a framework for
continuous training and case studies. They found that the explanation for 95 percent of security incidents
in 2013 was human error (Wombat Security Technologies, 2015). The 5 reasons for inadequate safety
education initiatives were;

. Training happens only once a year.

. Training via videos or slides not hands on.

. Training teaches the end user what to do but not why.

. Training sessions are over 15 minutes long.

. Training focuses on threat perception, but not change in actions.

The solution included the development of training programs that were not only informative, but
educational. The solutions proposed included clarifying why something is a threat and then providing
what security measures were needed. It was proposed that lessons should be kept for ten minutes or
less and topics should be condensed to allow the audience to absorb the knowledge in the lesson.
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DanchoDanchev (2012), an author of Webroot, addressed the shortcomings of anti-malware
software focused on a reactive approach rather than using a proactive approach. The current approach
of recognizing and preventing threats was identified by Danchev (2012).

The latest methodology utilizes out-of-date methods for anti-malware tools and signature-based
threat identification (Danchev, 2012). Signature-based threat identification requires the discovery of a
new malware variant, then an anti-malware tool provider develops a new signature to defend against the
new threat, then it is passed on to consumers as an upgrade to the anti-malware tool after the vendor
confirms the security works.

The key findings described end users as the greatest security threat, with faculty and staff users
posing more danger than students (Gordon, 2015). In the interviews, the main ideas on where and how
to focus their future efforts to reduce safety risks were addressed.

Among these were the development of security awareness programs, regular contact by higher
education institutions and IT departments of security initiatives, shifting emphasis on protecting the data
at the source rather than protecting the computer accessing it, and the need to maintain a balance
between user access and security so that the higher education mission is still accomplished (Gordon,
2015). Institutions also need to enable end users, through recognizing its value, to remain vigilant about
security.

Findings and Conclusion

Faculty and staff had difficulty identifying malware in the spyware, rootkit and worm categories.
Overall, the capacity to detect malware threats is not impaired by the number of years of computer use.
Results showed a pattern where spyware identification grew from 11-15 years to 20 years to 21-25 years
and then over 25 years of grouping.

There is no connection between the number of hours of regular use and the capacity of faculty
and staff members to recognise threats from malware.

There is no connection between victims of past malware attacks and the improved ability to
recognise threats from malware.

Malware infection prevention keeps confidential data secure, decreases worker downtime, and
reduces technical support hours for men.

The definition of the malware word should be included in a proposal for training to help faculty
and staff identify threats.

Additional safe practice guidelines include reinforcing users not to click on suspicious Internet
links or unexpected email links and updating anti-virus and anti-malware applications with the new
concepts and signature files that help the tool detect threats. Only reputable websites can be accessed
by users. When downloading applications, users should be vigilant to make sure they are only
downloading what they have requested.
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