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lkj 

 

foÙkh; lsokvksa ds rsth ls c<+rs fMftVyhdj.k us cSafdax {ks= dks egRoiw.kZ :i ls ifjofrZr fd;k gS] 

ftlls v‚uykbu cSafdax vkSj fMftVy ysu&nsu dks O;kid :i ls viuk;k tk jgk gSA xzkgd lqfo/kk] 

baVjusV cSafdax dh xfr vkSj viuh fMftVyhdj.k dh vko”drk dh iwfrZ] eksckby ,fIyds'ku vkSj 

fMftVy Hkqxrku IysVQ‚eZ ij rhoz xfr ls Hkjkslk djus yxs gSaA gkykafd] bl cnyko us foÙkh; ç.kkfy;ksa 

dks lkbcj lqj{kk ds [krjksa dh ,d foLr`r J`a[kyk ds rjhdksa dks Hkh mtkxj fd;k gSA ;g 'kks/k v/;;u 

v‚uykbu cSafdax vkSj fMftVy ysu&nsu dks çHkkfor djus okys fofHkUu lkbcj lqj{kk midj.kksa dh Hkh 

tkap djrk gS] ftlesa fQf'kax] eSyos;j geys] xzkgd igpku dh pksjh vkSj lead mYya?ku lfEefyr gSaA 

;g v/;;u xzkgdksa dh tkx:drk ds Lrj] cSadksa }kjk viuk, x, lqj{kk ds çHkkolkyh mik;ksa vkSj 

lqjf{kr foÙkh; ysu&nsu lqfuf'pr djus esa fofHkUu fofu;ked vf/kdkfj;ksa dh Hkwfedk dk Hkh ewY;kadu 

djrk gSA dqN fu"d"kksaZ ls irk pyrk gS fd cSad mUur rduhdh lek/kku ykxw dj jgs gSa] ysfdu 

mi;ksxdrkZvksa dh ykijokgh vkSj tkx:drk dh deh lkbcj tksf[keksa esa çeq[k ;ksxnkudrkZ cuh gqbZ gSA 

;g v/;;u fMftVy cSafdax ikfjfLFkfrdh ra= esa lkbcj lqj{kk dks etcwr djus ds fy, çkS|ksfxdh] 

mi;ksxdrkZ] f'k{kk vkSj fofHkUu fofu;ked vf/kdkfj;ksa dh lgk;rk ls tqM+s ,d la;qä –f"Vdks.k dh 

vko';drk ij tksj jgk gSA 

 

'kCndks'k% lkbcj lqj{kk] v‚uykbu cSafdax] fQf'kax] eSyos;j] igpku dh pksjh] fMftVy ysunsu] MsVk 

mYya?kuA 

 
 

izLrkouk 

lwpuk çkS|ksfxdh vkSj fMftVy lapkj esa çxfr ds dkj.k cSafdax {ks= us ,d egRoiw.kZ ifjorZu dk 

vuqHko fd;k jgk gSA v‚uykbu cSafdax vkSj fMftVy Hkqxrku ç.kkfy;ka foÙkh; ysunsu ds fy, vko';d 

midj.k cu xbZ gSa ftlls xzkgd dHkh Hkh vkSj dgha Hkh cSafdax xfrfof/k;ka dj ldrs gSaA eksckby cSafdax] 

;wfuQkbM isesaV~l baVjQsl vkSj fMftVy o‚ysV tSlh lsokvksa dh 'kq#vkr us foÙkh; lapkyu dh n{krk c<+k 

nh gSA fodkl dh bu pqukSfr;k¡ ls lkbcj lqj{kk ds {ks= esa vusd uohu leL;k,a Hkh mRiUu gks jgh gSaA rhoz 

xfr ls c<+rs gq, lkbcj [krjksa foÙkh; laLFkkuksa vkSj O;fäxr mi;ksxdrkZvksa dks fu'kkuk cuk;k tk jgk gSA 

lkbcj Bxh djus okys gSdlZ vuf/k—r :i ls foÙkh; lead dh pkSjh djds v‚uykbu ç.kkyh flLVe dh 
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detksfj;ksa] [kjkc lqj{kk ç.kkfy;ksa vkSj mi;ksxdrkZvksa esa ysu&nsu ds çfr tkx:drk dh deh dk Qk;nk 

mBkrs gSaA mä 'kks/k v/;;u v‚uykbu cSafdax dks çHkkfor djus okys lkbcj lqj{kk ds dkju ,oa ifj.kke dk 

fo'ys"k.k djus vkSj lqj{kk c<+kus o tksf[keksa dks de djus ds mik;ksa dh igpku djus ij dsafær gSA 

oSpkfjd i`"BHkwfe (Conceptual Background) 

 v‚uykbu cSafdax vkSj fMftVy ysunsu esa lkbcj lqj{kk ls lacaf/kr çeq[k vo/kkj.kkvksa dh ,d 

lS)kafrd le> çnku djrh gSA ;g fMftVy cSafdax ikfjfLFkfrdh ra= dh lajpuk] fofHkUu fgr/kkjdksa dh 

Hkwfedk vkSj foÙkh; ç.kkfy;ksa esa lqj{kk ra= ds egRo dks le>krh gSA 

• v‚uykbu cSafdax ç.kkyh (Online Banking System): v‚uykbu cSafdax ç.kkyh esa baVjusV vk/kkfjr 

IysVQ‚eksaZ ds mi;ksx xzkgdksa dks fdlh HkkSfrd cSafdax dh 'kk[kk esa tk, fcuk foÙkh; ysu&nsu esa 

QaM VªkalQj] fcy Hkqxrku] cSysal iwNrkN] [kkrk çca/ku vkSj fuos'k xfrfof/k;ka lfEefyr gksrh gSaA 

v‚uykbu cSafdax ds fodkl us foÙkh; lsokvksa dh n{krk vkSj igqap esa cgqr vf/kd lq/kkj gqvk gSA 

xzkgd daI;wVj ;k eksckby midj.kksa dk mi;ksx djds 24@7 ysu&nsu dj ldrs gSaA cSadksa us bu 

lsokvksa dks fMftVy IysVQ‚eZ ij LFkkukarfjr djds ifjpkyu ykxr dks Hkh de fd;k gSA fMftVy 

cqfu;knh <kaps ij fuHkZjrk v‚uykbu cSafdax dks lkbcj [krjksa ds çfr vR;f/kd laosnu'khy cukrh 

gSA 

• fMftVy ysunsu ikfjfLFkfrdh ra= (Digital Transactions Ecosystem): fMftVy ysu&nsu 

ikfjfLFkfrdh ra= esa ijLij vusd bdkb;k¡ lfEefyr gksrh gSa tks bysDVª‚fud foÙkh; ysu&nsu dks 

lqfo/kk tud cukrh gSaA buesa cSad] xzkgd] fQuVsd daifu;ka] Hkqxrku xsVos] nwjlapkj lsok çnkrk 

vkSj fu;ked çkf/kdj.k lfEefyr gksrh gSaA xzkgd }kjk ysu&nsu dh bl ikfjfLFkfrdh ra= dh 

çfØ;k esa vusd tksf[kesa gks ldrh gSaA fdlh Hkh ?kVd esa ,d detksjh iwjs flLVe dks çHkkfor dj 

ldrh gSA blfy, bl ikfjfLFkfrdh ra= dh leLr Lrjksa ij lqj{kk cuk, j[kuk vfr vko';d gSaA 

• cSafdax esa lkbcj lqj{kk (Cyber Security in Banking): cSad ds xzkgd lead vkSj ysu&nsu dh 

lqj{kk ds fy, fofHkUu lqj{kk mik; ykxw jgs gSaA buesa ,fUØI'ku] Qk;jo‚y] ?kqliSB dk irk yxkus 

okyh ç.kkfy;k¡ vkSj eYVh&QSDVj çekf.kdrk lfEefyr gSaA /kks[kk/kM+h okyh xfrfof/k;ksa dk irk 

yxkus vkSj mUgsa jksdus ds fy, vkfVZfQf'k;y baVsfytsal vkSj e'khu yfuaZx tSlh mUur rduhdksa 

dk Hkh mi;ksx fd;k tkrk gSA 

• fMftVy cSafdax lqj{kk esa fQuVsd dh Hkwfedk (Role of FinTech in Digital Banking Security): 

fQuVsd daifu;ka fMftVy cSafdax lsok vkSj lqj{kk dks c<+kus esa egRoiw.kZ Hkwfedk fuHkkrh gSaA os 

fMftVy o‚ysV] ;wihvkbZ IysVQ‚eZ] Hkqxrku ,si vkSj jh;y&Vkbe ysu&nsu ç.kkyh tSls vfHkuo 

lek/kku çnku djrh gSaA fQuVsd daifu;ka ysu&nsu lqj{kk esa lq/kkj ds fy, lead ,ukfyfVDl] 

vkfVZfQf'k;y baVsfytsal vkSj Cy‚dpsu tSlh mUur rduhdksa dk mi;ksx djrh gSaA 

• fMftVy cSafdax esa lkbcj [krjksa ds çdkj (Types of Cyber Threats in Digital Banking): 

fMftVy cSafdax esa lkbcj [krjksa dks mudh ç—fr vkSj geys dh fof/k ds vk/kkj ij fofHkUu Jsf.k;ksa 

esa oxhZ—r fd;k tk ldrk gSA buesa fQf'kax geys] eSyos;j laØe.k] lead igpku dh pksjh] lead 

mYya?ku vkSj usVodZ vk/kkfjr geys lfEefyr gSaA c<+rs gq, lkbcj geyksa ds dkj.k cSadksa ds fy, 

viuh lqj{kk ç.kkfy;ksa dks yxkrkj viMsV djuk vkSj lfØ; mik; viukuk vko';d gks x;k gSA 

• çek.khdj.k vkSj lqj{kk ra= (Authentication and Security Mechanisms): çek.khdj.k v‚uykbu 

cSafdax esa lkbcj lqj{kk dk ,d çeq[k ?kVd gSA ;g lqfuf'pr djrk gS fd dsoy vf/k—r 

mi;ksxdrkZ gh cSafdax lsokvksa rd igq¡p ldsaA lkekU; çek.khdj.k fof/k;ksa esa ikloMZ] vksVhih 
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¼ou&Vkbe ikloMZ½] ck;ksesfVªd lR;kiu vkSj eYVh&QSDVj v‚FksafVds'ku 'kkfey gSaA lqj{kk ra=ksa esa 

,fUØI'ku rduhd] Qk;jo‚y vkSj e‚fuVfjax flLVe Hkh 'kkfey gSaA 

• lkbcj lqj{kk esa mi;ksxdrkZvksa dh Hkwfedk (Role of Users in Cyber Security): v‚uykbu cSafdax 

esa lkbcj lqj{kk cuk, j[kus esa blds mi;ksxdrkZ egRoiw.kZ Hkwfedk fuHkkrs gSaA mi;ksxdrkZ lacaf/kr 

ykyp esa vkdj ;k vX;karkol ysu&nsu djrs le; lkbcj tksf[keksa dks c<+kok nsus ds fy, 

vuko';d dk;Z tSls& vklku vFkok lqfo/kktud ikloMZ dk mi;ksx djuk] xksiuh; tkudkjh 

lk>k djuk] lafnX/k fyad ij fDyd djuk vkSj vlqjf{kr usVodZ dk mi;ksx djuk ,oa vU; dk;Z 

dj nsrs gSaA blfy, mi;ksxdrkZvksa dks lkbcj lqj{kk ç.kkfy;ksa ds ckjs esa f'kf{kr djuk vko';d 

gSA 

• fu;ked <kapk vkSj lkbcj dkuwu (Regulatory Framework and Cyber Laws): fu;ked 

çkf/kdj.k cSafdax {ks= esa lkbcj lqj{kk lqfuf'pr djus esa egRoiw.kZ Hkwfedk fuHkkrs gSaA Hkkjr esa 

Hkkjrh; fjtoZ cSad tSlh laLFkk,a fMftVy cSafdax lqj{kk ls lacaf/kr fn'kkfunsZ'k vkSj uhfr;ka tkjh 

djrh gSaA ;s fu;e lead lqj{kk] /kks[kk/kM+h dh jksdFkke] xzkgd tkx:drk vkSj tksf[ke çca/ku ij 

/;ku dsafær djrs jgrs gSa ysfdu fQj Hkh gsdlZ ysu&nsuksa dks gSd djus esa lQy gks jgs gSa vkSj 

vk, fnu xzkgd buds f'kdkj gks jgs gSaA 

• fMftVy vFkZO;oLFkk esa lkbcj lqj{kk dk egRo (Importance of Cyber Security in Digital 

Economy): fMftVy vFkZO;oLFkk dh lQyrk esa lkbcj lqj{kk ,d egRoiw.kZ dkjd gSA ,d 

lqjf{kr fMftVy okrkoj.k mi;ksxdrkZvksa dks v‚uykbu cSafdax lsokvksa dks viukus ds fy, 

çksRlkfgr djrs gq, vkfFkZd fodkl esa o`f) djrk gSA fMftVy foÙkh; ç.kkfy;ksa ds lrr fodkl 

ds fy, ljdkj ,oa lEcaf/kr laLFkk }kjk lkbcj lqj{kk esa fuos'k djuk vfr vko';d gks x;k gSA 

lkfgR; leh{kk (Review of Literature) 

 cSafdax ysu&nsu esa lkbcj lqj{kk ij le;&le; ij fd;s tkus okys v/;;u fMftVy ç.kkfy;ksa 

dh c<+rh laosnu'khyrk dks çdkf'kr djrs jgrs gSaA bl 'kks/k v/;u ls iwoZ vusd 'kks/kkfFkZ;ksa us le;& le; 

ij le; dh ekax ds vuqdwy fQf'kax vkSj eSyos;j ds ifj.kkeLo:i cSafdax ysu&nsu djus okys 

mi;ksxdrkZvksa ij iM+us okys HkkSfrd ,oa vHkkSfrd çHkko dh fof'=r O;k[;k dh gSA iwoZ ds vusd 'kks/k 

çfrosnuksa ls ;g Hkh ladsr feyrk gS fd lkbcj /kks[kk/kM+h dks jksdus esa xzkgd tkx:drk egRoiw.kZ Hkwfedk 

fuHkkrh gSA dqPN mi;ksxdrkZvksa esa Kku dh deh vkSj ykijokgh ds dkj.k os Lo;a foÙkh; tksf[keksa ds f'kdkj 

gks tkrs gSa ysfdu orZeku esa vkfVZfQf'k;y baVsfytsal] ,fUØI'ku vkSj ck;ksesfVªd v‚FksafVds'ku tSlh vk/kqfud 

rduhdh çxfr esa gksus okys uokpkjksa us lqj{kk ç.kkfy;ksa esa vf/kd ls vf/kd lq/kkj djus dk ç;kl fd;k gSA 

fQj Hkh lead xksiuh;rk dh fpark,a vkSj fodflr gksrs lkbcj [krjs tSlh pqukSfr;k¡ cuh gh jgrh gSa vFkkZr 

;g ns[kk x;k gS fd lkbcj lqj{kk dh ?kVukvksa dks jksdus esa blds mi;ksxdrkZvksa ds O;ogkj vkSj 

tkx:drk dh deh lc ls cM+h bEesnkjh jgh gSA 

lkbcj lqj{kk esa 'kks/k varj (Research Gap) 

lkbcj lqj{kk ds {ks= esa vHkh Hkh dbZ ,sls fo"k; gSa ftu ij i;kZIr 'kks/k ugha gqvk gS tks çeq[k 'kks/k 

varj bl çdkj gSa% 

• vkfVZfQf'k;y baVsfytsal vk/kkfjr lkbcj geyksa ls lqj{kk% —f=e cqf)eÙkk ls gksus okys fQf'kax] 

MhiQsd vkSj ekyos;j geyksa ls cpkus ds fy, çHkkoh rjhdksa ij Hkfo"; esa 'kks/k v/;;u dh vkSj Hkh 

vko';drk gSA 



Hargovind Kharera: v‚uykbu cSafdax vkSj ysu&nsu dks çHkkfor djus okys lkbcj geyksa ds dkj.k vkSj fuokj.k 113 

• midj.kksa dh lqj{kk IOT (Internet of Things): mi;ksx esa fy, tkus okys vk/kqfud midj.kksa ds 

fy, de ykxr okyh vkSj lqæM lqj{kk ç.kkyh fodflr djus ij Hkh 'kks/k dh vko';drk gSA  

• DykmM lqj{kk (Cloud Security): eYVh&DykmM vkSj gkbfczM DykmM okrkoj.k esa lead lqj{kk 

vkSj xksiuh;rk cuk, js[kkus ij 'kks/k djus dh vf/kd vko';drk gSA 

• jSuleos;j (Ransom ware) dh 'kh?kz igpku% okLrfod le; esa jSuleos;j dk irk yxkus vkSj 

mls jksdus dh rduhdksa ij 'kks/k djus dh vf/kd vko';drk gSA 

• DokaVe daI;wfVax vkSj ,fUØI'ku% Hkfo"; esa DokaVe daI;wVlZ ls orZeku ,fUØI'ku rduhdksa dks [krjk 

gksus dh laHkkouk vf/kd jgrh gSA bl dkj.k ubZ lqjf{kr fØIVksxzkQh ij vkSj 'kks/k djus dh vf/kd 

vko';drk gSA  

• ekuoh; O;ogkj (Human Factor): mi;ksxdrkZvksa dh tkx:drk] lkbcj lqj{kk çf'k{k.k vkSj 

ysu&nsu es gksus okyh ekuoh; xyfr;ksa dks de djus ds çHkkoh rjhdksa ij 'kks/k djus dh vf/kd 

vko';drk gSA 

• 5th usVodZ lqj{kk% 5th usVodZ esa lead lqj{kk] usVodZ Lykbflax vkSj ,t daI;wfVax ls lacfU/kr 

lqj{kk tksf[keksa ij 'kks/k djus dh vf/kd vko';drk gSA 

• Cy‚dpsu lqj{kk% LekVZ d‚UVªSDV dh detksfj;ksa vkSj Cy‚dpsu vk/kkfjr lkbcj geyksa ls lqj{kk ij 

vHkh Hkh i;kZIr 'kks/k ugha gqvk gSA 

vuqla/kku ds mís'; (Research Objectives) 

• v‚uykbu cSafdax esa lkbcj lqj{kk dh tksf[kesa dh tkap djuk] 

• lkbcj [krjksa ds ckjs esa xzkgdksa dh tkx:drk dk fo'ys"k.k djuk] 

• lkbcj geyksa ds çHkko dk ewY;kadu djuk] 

• cSadksa }kjk viuk, x, vko';d mik;ksa dk v/;;u djuk] 

• lqjf{kr ysu&nsu ds fy, lq/kkjksa dk lq>ko nsukA 

vuqla/kku i)fr (Research Methodology) 

vuqla/kku i)fr fdlh Hkh fo"k; ij 'kks/k v/;;u djus dh ,d oSKkfud vkSj O;ofLFkr çfØ;k gSA 

lkekU;r% ;g og CywfçaV ;k <kapk gS ftlds vuqlkj 'kks/kkFkhZ vius ç'uksa ds mÙkj [kkstus] leL;kvksa dks gy 

djus ;k u, Kku dh [kkst ds fy, lead ¼lead ;k tkudkjh½ dSls ,d= djus] mldk fo'ys"k.k djus vkSj 

lEcaf/kr fu"d"kZ çkIr djus dh çfØ;kA 

fo'ys"k.k ds midj.k (Tools for Analysis) 

• çfr'kr fo'ys"k.k (Percentage analysis), 

• xzkfQdy çfrfuf/kRo (Graphical representation) 

vuqla/kku fMtkbu (Research Design) 

 vuqla/kku çk:i 'kks/k dk;Z dks iwjk djus dh ,d :ijs[kk gSA ftl rjg ,d ?kj cukus ls igys 

mldk uD'kk rS;kj fd;k tkrk gS rkfd edku ds lEiw.kZ <kaps dh tkudkjh tSls dejksa dh okLrq fLFkfr] 

mfpr LFkku] fofuekZ.k dh xq.koÙkk] vko';d lkexzh] blesa yxkus okys le; vkSj lkexzh dgk¡ ysuh gS] uhao 

dSlh gksxh vkSj lkexzh fdruh yxsxh blh çdkj vuqla/kku çk:i ;g r; djrk gS fd 'kks/k ds çkjaHk ls 

ysdj vafre fu"d"kZ rd dh çfØ;k D;k gksxhA ;g v/;;u v‚uykbu cSafdax vkSj fMftVy ysu&nsu dks 
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çHkkfor djus okys lkbcj lqj{kk tksf[keksa dh tkap vkSj fo'ys"k.k djus ds fy, ,d o.kZukRed vuqla/kku –

f"Vdks.k viukrk gSA 

lead lzksr (Data Sources) 

• çkFkfed lead% v‚uykbu cSafdax mi;ksxdrkZvksa ds chp vk;ksftr ç'ukoyh vk/kkfjr losZ{k.kA 

• ek/;fed lead% tuZy] vkjchvkbZ dh fjiksVZ vkSj çdkf'kr 'kks/k ys[k ls lead çkIr fd, x, gSaA 

uewukdj.k rduhd (Sampling Technique) 

 fu;fer :i ls v‚uykbu cSafdax lsokvksa dk mi;ksx djus okys mÙkjnkrkvksa ls lead ,d= djus 

ds fy, lqfo/kk uewukdj.k rduhd dk mi;ksx fd;k x;k gSA 

v‚uykbu cSafdax lsokvksa ds çdkj (Types of Online Banking Services) 

fuEufyf[kr çdkj dh v‚uykbu cSafdax lsokvksa dk O;kid :i ls mi;ksx fd;k tkrk gS vkSj ;s 

lkbcj lqj{kk [krjksa ds v/khu gSa%& 

• baVjusV cSafdax] 

• eksckby cSafdax] 

• ,Vh,e lsok,a] 

• ;wihvkbZ ysu&nsu] 

• fMftVy o‚ysVA 

;s lsok,¡ lqfo/kkvksa ds lkFk&lkFk lkbcj tksf[keksa ds çfr tksf[ke Hkh c<+krh jgrh gSaA 

çeq[k lkbcj lqj{kk dh leL;k (Major Cyber Security Issues) 

• fQf'kax (Phishing): ;g v‚uykbu cSafdax ysu&nsu esa mi;ksxdrkZvksa dks udkjkRed :i ls lcls 

vf/kd çHkkfor djus okys midj.kksa esa vkrk gS vkSj bldh iØ̀kfr vf/kd [krjukd gSA blesa 

/kks[kk/kM+h djus okys lapkj ds lk/ku tSls bZesy] ,l,e,l ¼lans'k½ ,oa udyh osclkbV ds :i esa 

gksrs gSa ftUgsa mi;ksxdrkZvksa dks y‚fxu ØsMsaf'k;y] vksVhih] MsfcV dkMZ fooj.k ,oa fiu tSlh 

laosnu'khy tkudkjh çkIr djus ds fy, fMtkbu fd;k x;k gSA lkbcj vijk/kh ihfM+r dk fo'okl 

thrus ds fy, fo'oluh; cSadksa Hkqxrku IysVQkeksaZ vf/kdkfjd lnL; cudj vius tky esa Qalkdj 

v‚uykbu Bxh dks vatke nsus ds fy, tkylkt vklkuh ls cSad [kkrksa dks vius fu;a=.k es ysdj 

vuf/k—r ysu&nsu dj ldrs gSaA 

• eSyos;j (Malware): ;g v‚uykbu cSafdax esa vlqjf{kr MkmuyksM] bZesy vVSpesaV ;k nqHkkZoukiw.kZ 

fyad ds ek/;e ls mi;ksxdrkZ ds midj.k esa ços'k dj ldrk gS vkSj ;g miHkksxrk ds midj.k esa 

,d ckj baLV‚y gksus ds i'pkr~ mi;ksxdrkZ dh leLr xfrfof/k;ksa dks VªSd djus] y‚fxu fooj.k 

dSIpj djus vkSj lEcaf/kr midj.k dks nwjLFk :i ls fu;af=r Hkh djds vuf/k—r ysu&nsu dj 

ldrs gSa vkSj xzkgd dks bldh dk;Zç.kkyh dk ,glkl Hkh ugha gksrk gS D;ksafd ;s vDlj pqipki 

dke djrs gSaA 

• igpku dh pksjh (Identity Theft): tc lkbcj vijk/kh fdlh O;fä dk :i /kkj.k djus ds fy, 

uke] vk/kkj uacj] Qksu uacj ;k cSad fooj.k tSlh O;fäxr tkudkjh pqjk ysrs gSa rc og igpku 

dh pksjh gksrh gS| v‚uykbu cSafdax esa igpku dh pksjh ,d [krjukd leL;k gS D;ksafd fMftVy 

IysVQ‚eZ çek.khdj.k ds fy, O;fäxr lead ij cgqr vf/kd fuHkZj djrs gSaA blls u dsoy foÙkh; 

uqdlku gksrk gS cfYd ihfM+r ds fy, nh?kZdkfyd tfVyrk,a Hkh mRiUu gksrh gSa ftlds 
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ifj.kkeLo:i dkuwuh çfØ;kvksa esa my>uk] miHkksäk dk ekufld :i ls VwVuk vkSj ØsfMV Ldksj 

[kjkc gksuk vkfn leL;kvksa dk lkeuk djuk iM+rk gSA 

• lead lsa/kekjh (Data Breaches): nqcZy lqj{kk ç.kkfy;ksa] l‚¶Vos;j dh dfe;ksa ,oa laFkkxr 

laLFkkvksa esa van:uh tku igpku ds dkj.k cSafdax ç.kkfy;ksa ;k fMftVy IysVQkeksaZ esa laxzghr 

laosnu'khy tkudkjh rd vuf/k—r :i ls iM+rky djus ds dkj.k cSafdax ç.kkfy;ksa ;k fMftVy 

IysVQkeksaZ esa laxzghr laosnu'khy tkudkjh vuf/k—r :i ls vius vf/kdkj esa ysdj ysu&nsu djrs 

lead lsa/kekjh djrs gSa| bl çfØ;k esa ,d ugha cfYd yk[kksa ;k djksM+ksa mi;ksxdrkZ çHkkfor gksrs 

gSaA bl çdkj yhd gq, lead dk mi;ksx fQf'kax] igpku dh pksjh vkSj foÙkh; /kks[kk/kM+h tSls 

vU; lkbcj vijk/kksa ds fy, fd;k tk ldrk gSA 

• eSu&bu&n&fefMy geys (Man-in-the-Middle Attacks): ;fn dksbZ lkbcj vijk/kh mi;ksxdrkZ 

vkSj cSafdax ç.kkyh ds e/; lapkj dks chp esa gh jksd dj ;g lkekU;r% lkoZtfud okbZ&QkbZ tSls 

vlqjf{kr usVodZ ds ek/;e ls tkYlk> fdlh Hkh i{k dh tkudkjh ds fcuk xqIr :i ls lapkj dh 

fuxjkuh djds mls ijofrZr djds bl çfØ;k dks vafre :i nsrk ldrk gSA 

• fle LoSi /kks[kk/kM+h (SIM Swap Fraud): ;g v‚uykbu cSafdax ds {ks= esa c<+rk gqvk lkbcj lqj{kk 

dks pqukSrh nsus okyk ,d midj.k gSA bles geykoj ihfM+r dk :i /kkj.k djds nwjlapkj çnkrk 

dks ihfM+r dk Qksu uacj ,d u, fle ij LFkkukarfjr djus ds fy, eukdj ,d çfrfyfi 

¼MqfIydsV½ fle dkMZ çkIr dj ysrs gSaA tkylkt ,d ckj ihfM+r ds eksckby uacj ij fu;a=.k 

çkIr dj ysrs gS rks os cSafdax ysu&nsu ls lacaf/kr vksVhih vkSj vU; ,l ,e~ ,l çkIr dj ds 

/kks[kk/kM+h ldrs gSaA 

• ikloMZ geys (Password Attacks): ikloMZ geyksa esa lkbcj vijkf/k;ksa }kjk ikloMZ dk vuqeku 

yxkdj ;k mUgsa ØSd djds mi;ksxdrkZ ds [kkrksa ls lEcaf/kr tkudkjh çkIr djus ds ç;kl djrs 

gSaA bl çfØ;k esa C:V QkslZ (Brute force) midj.k vkrk gS blesa vusd ikloMZ la;kstuksa dk 

ç;kl fd;k tkrk gS vkSj ØsMsaf'k;y LVfQax (Credential stuffing), ftlesa vU; IysVQkeksaZ ls pqjk, 

x, ikloMZ dk iqu% mi;ksx fd;k tkrk gSA ;g v‚uykbu cSafdax ds fy, ikloMZ dk mi;ksx 

djus dk çeq[k vkSj lVhd rjhdk gSA 

• lks'ky bathfu;fjax geys (Social Engineering Attacks): lks'ky bathfu;fjax geys rduhdh 

detksfj;ksa dk Qk;nk mBkus ds LFkku ij ekuoh; O;ogkj esa ifjorZu djus ij fuHkZj djrs gSaA 

tkylkt Qksu d‚y] lans'k ;k bZesy ds ek/;e ls ihfM+rksa ds lkFk lh/ks ckr djrs gq, cSad 

vf/kdkjh ;k lsok çnkrk gksus dk ukVd djrs gSaA os mi;ksxdrkZvksa dks xksiuh; tkudkjh lk>k 

djus ds fy, jkth djus ds fy, rkRdkfydrk ;k Mj dh Hkkouk iSnk djrs gSaA v‚uykbu cSafdax 

/kks[kk/kM+h esa lkbcj vijkf/k;ksa }kjk mi;ksx dh tkus okyh ;g lcls vf/kd çHkkoh fof/k;ksa esa ls 

,d gSA 

lkbcj lqj{kk eqíksa ds dkj.k (Causes of Cyber Security Issues) 

• mi;ksxdrkZvksa esa tkx:drk dh deh gksuk] 

• vklku ,oa lqfo/kktud ikloMZ dk mi;ksx djuk] 

• lkoZtfud okbZ&QkbZ usVodZ dk mi;ksx djuk] 

• O;fäxr vkSj cSafdax tkudkjh lk>k djuk] 

• mi;ksx esa fy, tkus okys iqjkus l‚¶Vos;j vkSj lqj{kk ç.kkfy;ksa dk mi;ksx djukA 
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lkbcj lqj{kk tksf[keksa dk çHkko (Impact of Cyber Security Issues) 

lkbcj lqj{kk [krjksa ds mi;ksxdrkZvksa vkSj foÙkh; laLFkkuksa nksuksa ds fy, xaHkhj ifj.kke gksrs gSa%& 

• xzkgdksa vkSj cSadksa dks foÙkh; gkfu gksuk] 

• fMftVy cSafdax ç.kkfy;ksa esa mi;ksxdrkZ ds fo'okl dh deh gksuk] 

• foÙkh; laLFkkuksa dh çfr"Bk esa deh gksuk] 

• dkuwuh ifj.kke vkSj fu;ked naM dk lkeuk djuk] 

• cSafdax vkSj fMftVy Hkqxrku lsokvksa esa O;o/kku mRiUu gksukA 

ifj.kke (Findings) 

• fofHkUu ç;klksa ls mi;ksxdrkZ le;kuqlkj tkx:d rks gks jgs gSa ysfdu lkbcj /kks[kk/kM+h dks jksdus 

ds fy, ;s ç;kl vi;kZIr gks ldrs gSaA 

• v‚uykbu cSafdax esa fQf'kax lcls vf/kd vkSj çHkko'kkyh [krjk gSA 

• vf/kdre mi;ksxdrkZ ysu&nsu esa v‚uykbu cSafdax dh vlqjf{kr ç.kkfy;ksa dk mi;ksx djrs gSaA 

• mi;ksxdrkZ le;&le; ij cSad }kjk fn, tkus okys fn'kkfulsZ'kksa dh vuqikyuk ugha djrs gSaA 

lq>ko (Suggestions) 

• cSadksa vkSj fofu;ked fudk;ksa }kjk vk/kqfud ,oa oSf'od Lrj ds tkx:drk dk;ZØe vk;ksftr djus 

pkfg,A 

• mi;ksxdrkZvksa dks lqæ<+ vkSj lVhd ikloMZ dk mi;ksx djus ds fy, çksRlkfgr djuk pkfg,A 

• mi;ksxdrkZvksa dks lkoZtfud okbZ&QkbZ ds ek/;e ls cSafdax lsokvksa dk mi;ksx djus ls cpus dh 

lykg nsuh pkfg,A 

• ,vkbZ&vk/kkfjr /kks[kk/kM+h dk irk yxkus okyh ç.kkyh ds lkFk cSad dh lqj{kk ç.kkfy;ksa esa lq/kkj 

djuk pkfg,A 

• fu;fer l‚¶Vos;j viMsV djuk vkSj xzkgdksa dks lqj{kk vyVZ Hkstrs jguk pkfg,A 

çca/kdh; fufgrkFkZ (Managerial Implications) 

• cSadksa vkSj foÙkh; laLFkkuksa ds fy, fufgrkFkZ (Implications for Banks and Financial 

Institutions): cSadksa dks vkfVZfQf'k;y baVsfytsal] e'khu yfuaZx vkSj jh;y&Vkbe /kks[kk/kM+h dh 

igpku dh ç.kkfy;ksa esa mUur rduhdksa dks viukdj vius lkbcj lqj{kk ds ijEijkxr <kaps dks 

yxkrkj v/kru djuk pkfg,A cSadksa dks xzkgd f'k{kk vkSj tkx:drk dk;ZØeksa ij Hkh /;ku dsafær 

djuk pkfg,] mi;ksxdrkZ ds vuqdwy lqj{kk ç.kkfy;ka ykxw djuuh pkfg,] fujarj fuxjkuh vkSj 

tksf[ke ewY;kadu djuk pkfg,A 

• xzkgdksa ds fy, fufgrkFkZ (Implications for Customers): lkbcj lqj{kk cuk, j[kus ds fy, xzkgd 

Hkh leku :i ls ftEesnkj gSaA mi;ksxdrkZvksa dks vksVhih] ikloMZ vkSj cSafdax fooj.k tSlh xksiuh; 

tkudkjh lk>k djus ls cpuk pkfg,A xzkgdksa dks lqæM vkSj vf}rh; ikloMZ dk mi;ksx djuk 

pkfg,] eYVh&QSDVj v‚FksafVds'ku ç.kkyh dks ykxw djuk pkfg,] fu;fer :i ls vius midj.kksa 

dks viMsV djuk pkfg,] vkSj lkoZtfud ;k vlqjf{kr usVodZ ds ek/;e ls cSafdax lsokvksa ds 

mi;ksx ls cpuk pkfg,A 



Hargovind Kharera: v‚uykbu cSafdax vkSj ysu&nsu dks çHkkfor djus okys lkbcj geyksa ds dkj.k vkSj fuokj.k 117 

• fQuVsd daifu;ksa ds fy, fufgrkFkZ (Implications for FinTech Companies): fQuVsd 

daifu;ksa dks lqjf{kr flLVe] fMtkbu vkSj lead lqj{kk dks çkFkfedrk nsuh pkfg,A mUgsa 

,dh—r lqj{kk lek/kku fodflr djus ds fy, cSadksa ds lkFk lg;ksx djuk pkfg, vkSj 

mi;ksxdrkZ vk/kkfjr lqj{kkRed lqfo/kk,¡ fofDlr djuh pkfg, tks ljy vkSj lqjf{kr 

çek.khdj.k ra= çnku dj ldrh gSaA 

• fu;ked vf/kdkfj;ksa ds fy, fufgrkFkZ (Implications for Regulatory Authorities): fu;ked 

fudk;ksa dks lkbcj lqj{kk ekudksa dk l[r fn'kkfunsZ'k ykxw djus pkfg,] uohu tksf[keksa ls fuiVus 

ds fy, fn'kkfunsZ'kksa dks fu;fer :i ls viMsV djuk pkfg, vkSj fMftVy lk{kjrk o tkx:drk 

dk;ZØeksa dks c<+kok nsuk pkfg,A mUgsa lkbcj lqj{kk esa mUur rduhdksa dks viukus vkSj uokpkj dks 

Hkh çksRlkfgr djuk pkfg,A 

• fMftVy vFkZO;oLFkk ds fy, fufgrkFkZ (Implications for the Digital Economy): lkbcj lqj{kk esa 

lq/kkj ls xzkgdksa dk fo'okl c<+ ldrk gS] fMftVy Hkkxhnkjh c<+ ldrh gS vkSj vkfFkZd fodkl esa 

o`fí gks ldrh gS] ckj&ckj gksus okys lkbcj geys fo'okl dks de dj ldrs gSa ftlls ysu&nsu 

dh fMftVy ç.kkyh dks viukus dh xfr /kheh gks ldrh gSA D;ksafd vFkZO;oLFkk ds lrr fodkl 

ds fy, ,d lqjf{kr fMftVy okrkoj.k vko';d gSA 

v/;;u dh lhek,¡ (Limitations of the Study) 

• ;g v/;;u ,d lhfer uewuk ç.kkyh ij vk/kkfjr gS tks v‚uykbu cSafdax ds mi;ksxdrkZvksa dh 

lEiw.kZ tul¡[;k dk iw.kZr;k çfrfuf/kRo ugha dj ldrk gSA 

• ;g 'kks/k v/;;u vkaf'kd :i ls ,df=r leadksa dh O;fäxr /kkj.kkvksa ij vkaf'kd ifjofrZr gks 

ldrk gS tks iwokZxzg ls xzflr Hkh gks ldrk gSA 

• 'kks/kdrkZ le;kHkko ds dkj.k bl v/;;u dks O;kid HkkSxksfyd {ks= ds vuqlkj iw.kZr;k lekfo"V 

ugha dj ldk ;k vf/kd la[;k esa mÙkjnkrkvksa dks lfEefyr ugha djus ls ifj.kkeksa esa fHkUurk gks 

ldrh gSA 

• bl v/;;u esa mUur lkaf[;dh; midj.kksa dks ykxw djus ds i'pkr~ Hkh lkaf[;dh; fo'ys"k.k 

fofHkUu fof/k;ksa ij dsafær gksus ls lkaf[;dh; foHkzeksa ds dkj.k ifj.kkeksa esa fHkUurk gks ldrh gSA 

• ;g vuqla/kku eq[; :i ls mi;ksxdrkZvksa ds tkx:drk vkSj lkekU; lkbcj tksf[keksa ij vf/kd 

cy nsrk gS ysfdu ,fUØI'ku ,Yxksfjne ;k usVodZ lqj{kk <kapk tSlh rduhdh igyqvksa dk mfpr 

fo'ys"k.k ugha dj irk gSA 

• lkbcj tksf[keksa esa rhoz xfr ls ifjofrZr gksrh gqbZ ç—fr dk rkRi;Z ;g gS fd ;fn fu;fer :i ls 

bls vn/kkurk viMsV u fd;k tk, rks fu"d"kZ le; ds lkFk iqjkus gks ldrs gSaA 

• v/;;u esa cSadksa ;k foÙkh; laLFkkuksa ds foLr`r ekeyksa ds fof'k"V lead lfEefyr ugha gksus ls 

ifj.kkeksa esa fHkUurk gks ldrh gS D;ksafd dqN lead xksiuh; gksrs gSaA 

Hkfo"; esa v/;;u dk nk;jk (Future Scope of the Study) 

• vf/kd O;kid vkSj lkekU;hdj.k ;ksX; ifj.kke çnku djus ds fy, Hkfo"; ds v/;;u cM+s uewuk 

vkdkj vkSj O;kid HkkSxksfyd lekfo"V djus ds lkFk vk;ksftr fd, tk ldrs gSaA 

• 'kks/kdrkZ fofHkUu pjksa ds e/; laca/kksa ds ifj{k.k esa çrhixeu fo'ys"k.k] dkjd fo'ys"k.k] vkSj 

ifjdYiuk ijh{k.k tSls mUur lkaf[;dh; midj.kksa dks ykxw dj ldrs gSaA 
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• fofHkUu cSafdax ç.kkfy;ksa tSls lkoZtfud {ks= ds cSadksa] futh cSadksa vkSj fQuVsd IysVQ‚eksaZ ds e/; 

ijlij rqyukRed fo'ys"k.k fd;k tk ldrk gSA 

• ;g v/;;u Hkfo"; esa lkbcj lqj{kk esa mHkjrh çkS|ksfxfd;ksa ij /;ku dsafær dj ldrk gS| tSls 

fd vkfVZfQf'k;y baVsfytsal] Cy‚dpsu] ck;ksesfVªd çkekf.kdrk vkSj e'khu yfuaZx&vk/kkfjr 

/kks[kk/kM+h dk irk yxkukA 

• mi;ksxdrkZvksa ds O;ogkj laca/kh igyqvksa vkSj tksf[ke Hkjs v‚uykbu O;ogkj dks çHkkfor djus okys 

euksoSKkfud dkjdksa ij 'kks/k vk/kkfjr çHkko'kkyh tkx:drk dk;ZØe rS;kj djus esa enn dj 

ldrk gSA 

• lkbcj lqj{kk ç.kkfy;ksa esa lq/kkjus ij ljdkjh uhfr;ksa vkSj fu;ked <kapksa ds çHkko dh vkSj tkap 

dh tk ldrh gSA 

• okLrfod lkbcj /kks[kk/kM+h dh ?kVukvksa ls tqM+s ekeyksa ds v/;;u ij vk/kkfjr 'kks/k v/;;u 

O;kogkfjd i{k çnku dj ldrs gSa ftlls ;g tkudkjh fey lds fd lkbcj geys dSls gksrs gSa 

vkSj mUgsa dSls jksdk tkuk pkfg,A 

laHkkfor 'kks/k fo"k; (Research Topics) 

• vkfVZfQf'k;y baVsfytsal vk/kkfjr fQf'kax geyksa dh igpku vkSj jksdFkkeA 

• baVjusV vk/kkfjr midj.kksa ds fy, lqjf{kr çek.khdj.k e‚MyA 

• DykmM daI;wfVax esa lead xksiuh;rk vkSj lqj{kk ç.kkyhA 

• jSuleos;j dh fj;y&Vkbe igpku ds fy, e'khu yfuaZx vk/kkfjr e‚MyA 

• DokaVe ;qx ds fy, lqjf{kr ,fUØI'ku rduhdksa dk v/;;uA 

• lkbcj lqj{kk tkx:drk dk mi;ksxdrkZvksa ds O;ogkj ij çHkkoA 

• ;s fo"k; ,e-Vsd-] ,elh,-] ch-Vsd-] ,ech, ¼vkbZVh½ vkSj ih,pMh Lrj ds 'kks/k ds fy, mi;qä gSaA 

fu"d"kZ (Conclusion) 

 v‚uykbu cSafdax vkSj v‚uykbu ysu&nsu dks çHkkfor djus okys lkbcj lqj{kk ekeyksa ij v/;;u 

orZeku le; esa foÙkh; ysu&nsu ds okrkoj.k esa fMftVy lqj{kk ds c<+rs egRo ij çdk'k Mkyrk gSA 

fMftVy cSafdax lsokvksa ds c<+rs mi;ksx ds lkFk xzkgdksa dks 24@7 ysu&nsu dh lqfo/kk] ysu&nsu dh rhoz 

xfr vkSj vko';d vkus ykHk feyrs gSaA bl 'kks/k v/;;u esa fofHkUu lkbcj lqj{kk ekeyksa tSls fQf'kax 

geyksa] eSyos;j] igpku dh pksjh vkSj lead mYya?ku dh igpku djus]oxzkgdksa vkSj foÙkh; laLFkkuksa ds fy, 

xaHkhj tksf[ke iSnk djus vkSj fQf'kax o mi;ksxdrkZ ls tqM+h dfe;ka lcls vf/kd ek=k esa vkSj çHkko'kkyh 

[krjksa ds :i esa lkeus vkbZ gSaA ;g v/;;u bl ckr ij Hkh tksj nsrk gS fd lkbcj lqj{kk dsoy ,d 

rduhdh eqík ugha gS cfYd cSadksa] xzkgdksa vkSj fu;ked vf/kdkfj;ksa dh ,d la;qä ftEesnkjh gSA cSadksa dks 

viuh lqj{kk ç.kkfy;ksa dks yxkrkj v/kÙku vkSj xzkgdksa dks f'kf{kr djuk pkfg,] tcfd mi;ksxdrkZvksa dks 

lqjf{kr cSafdax ç.kkfy;ksa dks viukrs gq, v‚uykbu ysu&nsu ds nkSjku lrdZ jguk pkfg,A v‚uykbu cSafdax 

esa lkbcj lqj{kk lqfuf'pr djus ds fy, çkS|ksfxdh] tkx:drk vkSj fofu;eu dks feykus okys ,d larqfyr 

–f"Vdks.k dh vko';drk gSA bu rhuksa LraHkksa dks etcwr djus ls lkbcj tksf[keksa dks cgqr vf/kd ek=k esa 

de fd;k tk ldrk gS ftlls fMftVy foÙkh; ç.kkfy;ksa esa fo'okl mRiUu fd;k tk ldrk gSA vFkkZr 

v‚uykbu cSafdax vkSj fMftVy ysu&nsu ds fy, ,d lqjf{kr] fo'oluh; vkSj lajf{kr okrkoj.k cukus ds 

lkFk&lkFk lfØ; vkSj lg;ksxkRed ç;kl vko';d gksrk gSA 
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