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ABSTRACT

Dark patterns are manipulative designs that hide deception behind visually appealing User Interface (Ul)
elements. They are incorporated into the Ul, with the primary aim of gaining profit by manipulating the
users psychologically and financially. Over the years, a substantial body of research has investigated the
prevalence and impact of dark patterns across various digital platforms, including mobile applications,
websites, and online games. These patterns manifest in various forms, including text, images, videos,
and hyperlinks. This paper presents a Systematic Literature Review (SLR) of the most relevant and
recent research on dark patterns. The review categorizes the literature across four key dimensions: types
of dark patterns, Ul features, detection techniques, and their associated limitations. Detection methods
are further classified based on the algorithms employed, with BERT emerging as the most frequently
used baseline model in these studies. Among the commonly identified dark patterns are Forced Action,
Misdirection, Sneaking, Scarcity, and Obstruction. Findings suggest that Mathur's dataset, comprising
information from 11K e-commerce websites, is the most widely utilized in the reviewed literature. Along
with technological aspects, we examine government regulations and guidelines aimed at eliminating dark
patterns. Therefore, our review enhances understanding and supports the development of dark pattern
detection by helping emerging researchers create new and effective detection algorithms.

Keywords: Dark Patterns, Manipulative Designs, Deceptive Designs, Detection Techniques, User
Interface.

Introduction

Over the years, every domain has made its mark in the digital world, be it education, e-
commerce, gaming, or socialising. People of all age groups now heavily rely on digital platforms, even for
basic household purchases. This growing dependence on digital channels has raised serious concerns
regarding user safety. To keep users engaged and increase profits, many platforms undertake many
manipulative designs that bind the user’s actions. These designs are named as dark patterns by Harry
Brignull in 2010 (Brignull et al., 2023). Dark patterns are Ul design choices that benefit an online service
by coercing, steering, or deceiving users into making decisions that, if fully informed and capable of
selecting alternatives, they might not make (Mathur et al., 2019). Such malicious interface designs are
rapidly proliferating across various digital platforms (Conti & Sobiesk E, 2010), such as shopping
websites (Dmitry & Yerkebulan, 2022; Mathur et al., 2019; Ramteke et al., 2024; Sazid & ENASE, 2024;
Yada et al., 2023), mobile apps

(Chen J et al., 2023; Yue C et al., 2024), video games (Hadan et al., 2024; Mukherjee et al.,
2025), chatbots (Kran et al., 2025; Traubinger et al., 2024), Extended Reality (XR) and Augmented
Reality (AR) environments (Kraul® et al., 2024; Meinhardt et al., 2025; Mukherjee et al., 2025). Dark
patterns are widely used in businesses to trap visitors into accepting terms and conditions that are
profitable to them (Bajaj et al., 2025). They are annoying and frequently affect user experience. In the
worst cases, they can deceive and mislead users, resulting in financial loss, manipulation into revealing
personal information, fostering compulsive or addictive behaviors in both adults and children (Mathur et
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al.,, 2019), playing malicious ads automatically (Mukherjee et al., 2025) and making it tough to cancel
subscriptions (Gray et al., 2025).

About 76% of the sites and apps that offered subscription services across the globe have
employed at least one possible dark pattern, while around 67% have incorporated multiple such patterns
(FTC, 2024). Although the motivations for using dark patterns can vary, they typically focus on reaching
specific objectives or results that benefit the organisation using them (Bajaj et al., 2025). Still, most users
are unaware of these dark patterns that violate their privacy and use harmful tactics to control their
actions. Therefore, dark patterns have emerged as a critical area of study due to their widespread
presence and impact on user experience. The primary objective of this work is to evaluate the existing
body of research on dark patterns. While numerous taxonomies and detection methods have been
proposed, significant limitations still persist in accurately identifying and mitigating these deceptive design
practices. This study presents a comprehensive review of 21 research papers to identify the most
prominent dark patterns discussed in the literature and maps the detection techniques, including Machine
Learning (ML), Deep Learning (DL), and custom frameworks. This research provides a holistic overview
aimed at raising awareness about various types of dark patterns, summarizing current detection
strategies, and highlighting areas for future research. This, in turn, underscores the importance of
addressing dark patterns more seriously within both academic and user communities.

Methodology

To identify relevant literature on dark patterns, we conducted a comprehensive and systematic
search using two major academic databases: Google Scholar and Scopus. We used a combination of
search queries, including (TITLE-ABS-KEY (“dark patterns” OR “deceptive design”, “dark patterns” AND
“deceptive design”, “dark patterns”, and “dark patterns” OR “DP”)), to leverage the advanced search tools
provided by both platforms. All articles reviewed herein are obtained using the above query as of May 27,
2025. An overview of the PRISMA framework (Page et al., 2021) is provided in Figure 1.

Identification of studies via databases and registers
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Figure 1: A systematic review using the PRISMA Framework
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This initial search yielded 52 results from Google Scholar and 547 from Scopus, giving 599
articles. To ensure quality and relevance, researchers applied several exclusion criteria, including
removing duplicates, articles published before 2019, and eliminating papers that did not align with the
scope of our study. After this filtering process, 410 articles were left. We then screened titles and
abstracts to narrow the selection to 98 articles. A further detailed review of the key sections of each
paper, focusing on the inclusion of datasets, types and features of dark patterns, and detection
techniques, was conducted with the help of SciSpace'. Lastly, 21 full-length research articles that directly
addressed our criteria were selected for final analysis. Our final corpus comprises studies published
between 2019 and 2025, ensuring that the review reflects the latest trends in Al-based detection methods
and modern Ul design practices.

The following section presents a detailed review of the research studies, discussing the types,
features, detection techniques, and datasets associated with dark patterns.

Literature Review

This section is organized into three subsections: types of dark patterns, detection techniques,
and datasets. Table 2 presents a summary of the types of dark patterns, the features extracted, the
datasets utilized, the detection methods applied, and the associated limitations.

Types of Dark Patterns

In 2010, (Brignull et al., 2023) introduced the first taxonomy of dark patterns based on his
observations, though it lacked formal documentation. His classification primarily focused on web and
software tricks designed to manipulate users into unintended actions. Later, Conti & Sobiesk E, (2010)
proposed a taxonomy derived from a 12-month investigation encompassing desktop software, websites,
and non-desktop interactions. To validate their framework, they surveyed 22 undergraduate students who
actively identified harmful interface practices, along with a group discussion involving approximately 75
participants at the Hackers of Planet Earth Conference. In 2016, (Bbsch et al., 2016) developed their
taxonomy with a focus on human cognitive processes, analyzing popular websites and mobile apps for
privacy-related manipulative patterns. Using a structured pattern template, they identified and described
several recurring "dark privacy patterns."

In 2021, (Mathur et al., 2021) introduced a taxonomy structured around five dimensions:
Asymmetric, Covert, Deceptive, Hides Information, and Restrictive. Their classification comprises 7
categories and 15 distinct types of dark patterns. Ahuja & Kumar J, (2022) conducted a normative
evaluation of 151 dark patterns from 16 taxonomies, emphasizing user autonomy. The result was a
synthesis of 25 dark strategies.

In 2023, (Gray et al., 2023) aimed to build a unified language for dark patterns by harmonizing
ten regulatory and academic taxonomies. Their study proposed a three-level ontology with standard
definitions for 64 dark pattern types, organized across low-level, meso-level, and high-level categories.

More recently, (Lewis & Vassileva, 2024)visualized the interrelationships among dark patterns
by integrating various taxonomies into a directed graph, enabling cluster detection to reveal how patterns
are interconnected. Over time, taxonomies of dark patterns have become increasingly structured, with
researchers working toward more refined and hierarchical classifications. Figure 2 illustrates the most
frequently identified types of dark patterns found in the literature. Certain patterns are particularly
harmful, coercing users into actions against their intent. These are often labeled as privacy-specific
(Potel-Saville & Da Rocha, 2024), high-level (Gray et al., 2023), or active dark patterns (Sazid & ENASE,
2024). In contrast, some patterns are more neutral in nature, exerting minimal impact on user behavior.
Based on the review of existing taxonomies and scholarly classifications of dark patterns, the following
table (Table 1) presents a systematic overview of prominent dark pattern types, along with their
descriptions and practical examples.

Table 1: Types of Dark Patterns

Dark Patterns Description Example
Nagging Repeatedly asking users to perform an | Constant popups asking to allow
action they've already declined. notifications.
Confirm shaming Using guilt-tripping language to push “No thanks, | hate saving money.”
users into opting in.

" https://scispace.com/
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manipulate choice.

Obstruction Making a process harder than Difficult unsubscribe process from an
necessary to discourage a user action. | email list.

Misdirection Focusing user attention on one thing to | Highlighting a “Yes” button and hiding
distract from another. the “No” option.

Sneaking / Sneak | Adding items to the cart or checkout E- commerce platforms automatically

into Basket without user consent. add a donation at checkout.

Urgency Creating a false sense of urgency to “Only 1 room left!” on hotel booking
pressure decisions. websites.

Scarcity Suggesting limited availability to “Only 2 items in stock — hurry!”

Forced Action Forcing users to complete an unrelated

task to proceed.

Must sign up for the newsletter to
access a feature.

Hidden Costs Extra charges and fees were revealed

late in the process.

Adding delivery charges and platform
fees at the end of the purchase
process.

Interface
Interference

Deliberately designing Ul to mislead.

Tiny close buttons, big accept buttons
for ads.

Bait and Switch Promising one thing but delivering

something else.

Clicking a “Free Download” button,
but instead, it starts downloading
unrelated software or redirects to a
paid version.

exaggerated or fake cues about others
actions to pressure decisions.

Disguised Ads Ads are presented as regular content Sponsored posts on social media that
or buttons. closely mimic organic content, with
the “Ad” label barely visible.
Social Proof Manipulates users by presenting Fake reviews or testimonials to

simulate trust and popularity.

Ahuja & Kumar, 2024

Traubinger et al., 2024

Sazid & ENASE, 2024

Kocyigit et al., 2023

Hildebrand & Nyquist, 2021
Mathur et al., 2019

Pedersen et al., 2023

Mansur SMH et al., 2023

Yada, et al., 2023

Gundelach & Herrmann D, 2023

Dmitry & Yerkebulan, 2022

Yada, et al., 2025
Bajaj et al., 2025 {
Schlolaut et al., 2024
Nouwens et al., 2020
Ramteke et al., 2024
Chen | et al., 2023 {

Research Papers

Yue Cetal., 2024 4

Kran et al., 2025

Hadan et al., 2024

Decepti Lens, 2025 -_

Dark Patterns

Figure 2: Previous Research on Dark Patterns

Techniques

Researchers have used a wide range of techniques, as shown in Table 2. To understand and
evaluate these techniques, we have categorised them into three primary tasks: data extraction and
processing, classification and detection, and evaluation, which together comprise the entire dark pattern

detection process.
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Data Extraction and Processing: Multiple methodologies have been employed to extract data
from websites and applications, encompassing both textual and non-textual elements. These
approaches include the extraction of textual content, Ul components, and text from images and
screenshots, as well as the analysis of behavioral tracking data, crowdsourced information, and
user feedback. For textual data extraction, a range of tools and techniques have been utilized.
These include Selenium WebDriver (Mathur et al., 2019; Ramteke et al., 2024), OpenWPM
(Mathur et al., 2019; Schlolaut et al., 2024), the JavaScript library Puppeteer (Sazid & ENASE,
2024) and OCR technologies (Bajaj et al., 2025; Chen J et al., 2023; Mansur SMH et al., 2023;
Pedersen et al., 2023). Additional methods involve pattern matching using SpaCy (Mansur SMH
et al., 2023), the Python-based Scrapy framework, JavaScript rendering services such as
Splash (Nouwens et al., 2020), and HTML parsing libraries like BeautifulSoup (Ramteke et al.,
2024) .Document Object Model Inspector (DOMi) is used to extract content from HTML and
XML-based files, while OCR is applied to retrieve information from screenshots and images
(Pedersen et al., 2023) .Selenium also facilitates the downloading of homepage content from
non-English websites, with the Polyglot Python library used for language detection (Mathur et
al., 2019).

For non-textual data extraction, advanced tools such as Faster R-CNN(Ramteke et al., 2024),

(Kocyigit et al., 2023), PyTorch (Mansur SMH et al., 2023), Torchvision (Mansur SMH et al., 2023),
YOLOVS (Bajaj et al., 2025; Yada et al., 2022) , OpenCV (Mansur SMH et al., 2023), and OCR are
employed. For user feedback-based data, user complaints (Traubinger et al., 2024), Nielsen’s 10
heuristic principles label classification (Dmitry & Yerkebulan, 2022), and LLM prompt-based approaches
(Kran et al., 2025) were used. Behavioral tracking methods include event tracking (e.g., forced scrolls
and automatic opt-ins) and cookie consent scanning tools (Gundelach & Herrmann D, 2023) enabling the
identification of manipulative user experience strategies.

Classification and Detection: Broadly, researchers commonly employ three primary
approaches for the classification and detection of dark patterns. In addition to these, some
studies have developed custom frameworks or integrated supplementary methods alongside
their core approaches.

Bidirectional Encoder Representations from Transformers (BERT) Based Models:
A significant number of researchers have adopted BERT (Gundelach & Herrmann D, 2023) and
its various derivatives for the classification and detection of dark patterns. One commonly used
variant is a fine-tuned BERT model that leverages BERT’s bidirectional sentence understanding
and generative capabilities (Nouwens et al., 2020), DistiiBERT, a streamlined and faster version
of BERT, offers a 40% reduction in model size, operates 60% faster, and retains approximately
97% of BERT’s language comprehension performance (Bajaj et al., 2025). Additional variants
include pre-trained BERT (Yada et al., 2022), GPT-3 (Sazid & ENASE, 2024) trained BERT
models and RoBERTa (Sazid & ENASE, 2024; Yada et al., 2023).

Clustering Techniques: Clustering is another widely used method, aimed at grouping dark
patterns based on shared characteristics. Common clustering techniques include K-Means and
Hierarchical Clustering (Dmitry & Yerkebulan, 2022), as well as HDBSCAN (Mathur et al., 2019).

Custom Analytical Approaches: Researchers have also developed several specialized
analytical frameworks. These include the Layered Analysis of Persuasive Designs (Ahuja &
Kumar, 2024), User Complaint Analysis (Traubinger et al., 2024), User Action Analysis
(Nouwens et al., 2020), LLM-assisted K-shot Generation (Kran et al., 2025)and the AidUI
Framework (Mansur SMH et al., 2023), which combines R-CNN with neural networks. Another
notable method is Baseline Detection, which utilizes NLP techniques and transformer-based
pre-trained language models (Yada et al., 2022).

Supporting Tools and Techniques: To enhance these detection methods, researchers have
employed additional tools such as UML activity diagrams (Kocyigit et al., 2023), web scrapers
(Hildebrand & Nyquist, 2021), arrays of synonyms and antonyms (Pedersen et al., 2023), DOM
tree walking, perceptive detection, and list-based detection (Gundelach & Herrmann D, 2023) as
well as tools like UlGuard (Chen J et al., 2023).

Evaluation

To assess the performance of various models, researchers have employed several evaluation

metrics, with accuracy being a primary indicator of whether a model successfully identifies dark patterns.
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Table 3 presents a comparison of the accuracy levels achieved by different techniques, including variants
of the BERT model and custom frameworks.

UlGuard (Chen J et al., 2023), a knowledge-driven, rule-based system that relies solely on
explicitly defined keywords, demonstrated the lowest accuracy among all evaluated methods. Its inability
to interpret sentence semantics limits its detection capability to exact keyword matches, resulting in poor
performance.

DarkFleece (Yue C et al., 2024) is built on 19 predefined features and lacks the flexibility to
detect dark patterns beyond these constraints. It often fails to capture subtle or hidden manipulative cues,
which also contributes to its relatively low accuracy.

BERT (Gundelach & Herrmann D, 2023; Ramteke et al., 2024; Yada et al., 2023), known for its
bidirectional semantic understanding, serves as a foundational model for dark pattern detection due to its
strong contextual language capabilities.

DistilBERT (Bajaj et al., 2025) ,a compressed version of BERT designed for speed and
efficiency, exhibits slightly reduced accuracy compared to standard BERT, as it sacrifices some language
comprehension during compression.

ALBERT (A Lite BERT) utilizes cross-layer parameter sharing and factorized embedding
parameterization, which reduces its learning capacity and results in lower accuracy than the original
BERT model (Yada et al., 2023)

RoBERTa, an enhanced version of BERT trained on a larger corpus, demonstrates a superior
understanding of language and context. It consistently outperforms other models, with the RoBERTa-
large variant achieving the highest reported accuracies—96.9% (Yada et al., 2023) and 97.5% (Yada et
al., 2022). In contrast, UlGuard recorded the lowest accuracy of 93% (Chen J et al., 2023).

Table 3: Accuracy of Techniques

Techniques Accuracy [In References]
Fine-tuned BERT 96% (Ramteke et al., 2024)
DistiiBERT 95% (Bajaj et al., 2025)
BERT base 95.8% (Yada et al., 2023) 97.2% (Yada et al., 2022)
BERT large 96.7% (Yada et al., 2023) 96.5% (Yada et al., 2022)
Deep Learning | RoBERTa base 96.5% (Yada et al., 2023) 96.6% (Yada et al., 2022)
Techniques RoBERTa large 96.9% (Yada et al., 2023) 97.5% (Yada et al., 2022)
ALBERT base 95.9% (Yada et al., 2022)
ALBERT large 96.5% (Yada et al., 2022)
XLNet base 96.6% (Yada et al., 2022)
XLNet large 94.2% (Yada et al., 2022)
Custom UlGuard 93% (Chen J et al., 2023)
Frameworks DarkFleece 93.43% (Yue C et al., 2024)
DeceptiLens 90.54% (Kocyigit et al., 2025)
Datasets

A wide range of datasets, including text, images and videos have been developed in effort to
identify dark patterns each having its own merits and demerits. Text-based datasets like
(Anonymous152311/Darkbench Datasets at Hugging Face, 2025; GitHub - Aruneshmathur/Dark-
Patterns: Code and Data Belonging to Our CSCW 2019 Paper: “Dark Patterns at Scale: Findings from a
Crawl of 11K Shopping Websites”., 2019) comprises of labeled examples of manipulative language,
including compulsion, urgency, and confirm shaming. Their scalability and clarity make them perfect for
training natural language processing (NLP) models, but they frequently lack interface context, which
makes it difficult to spot structural or visual trickery. The visual manifestation of dark patterns through
layout, color contrast, or deceptive buttons is captured by image-based datasets such as (GitHub -
SageSELab/AidUl: This Repository Contains the Replication Package of Our ICSE’23 Paper “AidUl:
Toward Automated Recognition of Dark Patterns in User Interfaces,” 2023). Although their static nature
may cause them to miss dynamic or interactive modifications, these are useful for computer vision tasks
and Ul analysis. Dynamic Ul or video datasets like (Game Ul Database - Overwatch, 2024) comprises of
screenshots, videos and Ul elements from gaming interfaces, thus serving as a crucial database of
detecting dark patterns in games. However, these datasets are more difficult to annotate and handle at
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scale. Together these datasets highlight the growing need for comprehensive, multimodal datasets that
combine text, visual layout, and temporal interaction data, with consistent annotations.

Discussion

E-commerce websites have emerged as one of the most prominent domains for the widespread
deployment of dark patterns, aligning with the findings of previous research (Mathur et al., 2019). The
most prominent dark pattern types include Sneaking, Forced Action, Obstruction, and Misdirection
(Please refer to section 3). These patterns have been associated with financial losses, psychological
manipulation, and breach of user consent. Despite the adverse consequences for users, such deceptive
practices continue to be deliberately employed by e-commerce platforms to maximize profits (Bajaj et al.,
2025). This ongoing exploitation underscores the importance of increasing public awareness about dark
patterns and their impact.

Past studies have expanded their focus beyond websites, identifying dark patterns across
mobile applications, cookie consent banners, and other digital interfaces. A variety of ML and DL
techniques have been adopted to detect these patterns, as illustrated in Figure 3. Among the ML
approaches, HDBSCAN (Mathur et al., 2019) K-Means, and Hierarchical Clustering (Dmitry &
Yerkebulan, 2022) along with web scraping tools (Hildebrand & Nyquist, 2021) have been widely used.
However, these techniques face notable limitations, including overfitting, difficulty detecting dynamic Ul
elements, and inadequate handling of non-textual content (Chu, 2025).

To overcome these challenges, many researchers have increasingly turned to advanced DL
models. These include BERT (Gundelach & Herrmann D, 2023; Ramteke et al., 2024; Yada et al., 2022,
2023), DistiiBERT (Bajaj et al., 2025), RoBERTa (Sazid & ENASE, 2024; Yada et al., 2023), GPT-3
(Sazid & ENASE, 2024), R-CNN (Mansur SMH et al., 2023), and other transformer-based or LLM-
assisted models (Kran et al., 2025). In parallel, several customized frameworks have been developed,
such as Complaint/User Action Analysis (Traubinger et al., 2024), the AidUl Framework (Mansur SMH et
al., 2023), UlGuard (Chen J et al., 2023), and Baseline Detection Approaches (Yada et al., 2022). These
frameworks are often enhanced with complementary techniques such as DOM tree traversal (Gundelach
& Herrmann D, 2023), web scraping (Hildebrand & Nyquist, 2021), and UML-based modelling (Kocyigit et
al., 2023). Among these, BERT has emerged as a foundational model for numerous detection strategies.

Regarding datasets, the dark pattern dataset created by (Mathur et al., 2019) based on a large-
scale crawl of over 11,000 e-commerce websites (GitHub - Aruneshmathur/Dark-Patterns: Code and
Data Belonging to Our CSCW 2019 Paper: “Dark Patterns at Scale: Findings from a Crawl of 11K
Shopping Websites”., 2019) has been instrumental in advancing empirical research. Although multiple
datasets exist, most are limited in scope, often focusing on a single domain such as e-commerce or
gaming. Consequently, there is a growing demand for comprehensive, cross-platform datasets that can
capture the diverse range of Ul components and design patterns used in digital environments.

Despite considerable progress in detection techniques, no existing model is capable of
identifying all types of dark patterns across all digital platforms. Critical gaps remain, particularly in
detecting deceptive design patterns in chatbots, XR, and AR applications, especially in immersive
gaming contexts, which remain largely underexplored.

As Ul design continues to evolve, developers have adopted increasingly sophisticated and
dynamic design elements, often embedding emotionally manipulative visual cues such as “Only 1 left in
stock,” “I hate to save money,” and “No thanks, | don't need offers.” Our analysis reveals that dark
patterns manifest in multiple formats, including text, images, video, cookies, advertisements, hyperlinks,
and interactive design elements spanning a wide range of platforms.

This growing complexity signals the need for a unified detection framework that can
systematically identify dark patterns in their various forms and contexts. Such a framework would
enhance user protection and promote ethical design practices. Collaboration between developers,
regulators, and researchers is essential in advancing this effort.

From a policy perspective, several jurisdictions have begun addressing dark patterns through
legislative and regulatory action. In the United States, the California Privacy Rights Act (CPRA, 2023), an
amendment to the California Consumer Privacy Act (CCPA) and the Colorado Privacy Act (CPA, 2023),
provides a legislative foundation for dark pattern regulation (Nousiainen & Ortega, 2023). The Federal
Trade Commission (FTC) has also invoked Section 5 of the FTC Act to address unfair and deceptive
practices. A landmark case involved a $520 million fine levied against Epic Games for deploying dark
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patterns in Fortnite, marking the most significant penalty of its kind (King & Stephan, 2021; Nousiainen &
Ortega, 2023).

In India, the Central Consumer Protection Authority (CCPA) has issued an advisory directing e-
commerce platforms to conduct self-audits within three months of receiving the notice to eliminate dark
patterns from their platforms. Additionally, the Department of Consumer Affairs released the 2023
Guidelines for Prevention and Regulation of Dark Patterns, which outline 13 identified deceptive
practices. These include False Urgency, Basket Sneaking, Confirm shaming, Forced Action, Subscription
Traps, Interface Interference, Bait and Switch, Drip Pricing, Disguised Ads, Nagging, Trick Wording,
SaaS Billing, and Rogue Malwares (Press Release: Press Information Bureau, 2025). However, no single
law currently addresses the full spectrum of dark patterns in use today (King & Stephan, 2021).

Therefore, more robust research, enhanced government support, and public education are
essential to effectively combat dark patterns. Many users remain unaware of the deceptive mechanisms
influencing their behavior. Empowering them with awareness and access to detection tools is a crucial
step toward creating transparent, ethical, and user-centric digital ecosystems.

Conclusion

This study presents a systematic review of dark pattern detection and analysis across a broad
spectrum of digital platforms, including mobile applications, websites, cookies, chatbots, and XR/AR-
based interfaces. The findings demonstrate that dark patterns can manifest in various formats, such as
text, images, videos, and hyperlinks and are commonly organised into structured taxonomies based on
their functional characteristics. A considerable number of studies leverage Mathur's dataset as a
benchmark for training and evaluating ML models for dark pattern detection. Among the various detection
models, BERT is widely used as a foundational architecture; however, RoBERTa consistently
outperforms it in terms of detection accuracy. This review does not restrict itself to a specific interface
type or geographic regions, thereby offering a holistic overview of current research efforts. The insights
gained from this analysis would be helpful in guiding future advancements in developing user-centric,
ethically designed digital environments, fostering greater awareness and mitigating dark patterns in
digital design.
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