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ABSTRACT

The accelerating tempo of virtual transformation has reshaped the conventional limitations of internal
audit, moving its recognition from compliance-pushed oversight to a strategic function that complements
governance, chance management, and organizational resilience. This systematic assessment
investigates the evolving role of internal audit within the virtual technology, with precise emphasis on the
mixing of artificial intelligence (Al), data analytics, and cybersecurity practices. Guided through the
PRISMA 2020 methodology, the study performed a based search in Scopus and Google Scholar the
usage of cautiously designed queries, yielding 116 facts. After making use of strict inclusion and
exclusion standards, 30 peer-reviewed empirical research published between 2019 and 2025 have been
synthesized to offer comprehensive insights. Findings reveal that Al and robotic procedure automation
are an increasing number of deployed to automate recurring audit responsibilities, liberating auditors to
focus on judgment-primarily based sports and enabling predictive danger assessments and superior
fraud detection. Advanced records analytics supports full-population trying out, real-time monitoring, and
anomaly detection, thereby growing the precision, reliability, and timeliness of audit results.
Simultaneously, the upward push of virtual infrastructures and cyber threats has multiplied cybersecurity
and IT governance to crucial pillars of internal auditing, requiring auditors to assess virtual controls, cyber
resilience strategies, and organizational preparedness against emerging dangers. The overview also
highlights the transformation of auditor competencies. Beyond traditional auditing understanding, auditors
are now anticipated to mix technical skills in Al, analytics, and cybersecurity with adaptability, moral
judgment, and effective communication. However, demanding situations persist, inclusive of uneven
technological readiness, competencies gaps, regulatory uncertainties, moral dilemmas associated with
statistics privacy and algorithmic bias, and big useful resource constraints, specifically for small and
medium-sized organisations. Overall, this assessment underscores that internal audit inside the digital
generation is not confined to financial guarantee but has advanced into a strategic associate contributing
to organizational choice-making, fee advent, and sustainable governance. The findings provide essential
implications for practitioners in search of to reinforce audit effectiveness, policymakers aiming to expand
sturdy governance frameworks, and researchers exploring the intersection of digital technology and
auditing.
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Introduction

Internal auditing has long been regarded as a cornerstone of organizational governance, risk
management, and accountability, ensuring compliance with regulations, verifying financial integrity, and
evaluating the effectiveness of internal controls (Arena & Azzone, 2009; Hayes et al., 2020). Traditionally,
internal auditors relied on manual techniques, sample-based testing, and periodic reviews to assess
organizational performance (Eulerich & Kalinichenko, 2020).

Over the past decade, however, auditing practices have undergone a paradigm shift driven by
the rapid integration of digital technologies, Artificial Intelligence (Al), and data-driven analytics, which
have significantly reshaped the operational environment of internal audit functions worldwide (Yoon et al.,
2020; Appelbaum et al., 2021).

The advent of Al, machine learning, and robotic process automation (RPA) has empowered
auditors to automate routine and repetitive tasks, implement continuous auditing, and generate predictive
insights for risk management and fraud detection (Kokina & Davenport, 2017; Issa et al., 2016; Salijeni et
al., 2022). Advanced data analytics now enables auditors to analyze complete datasets rather than
relying on selective sampling, thereby enhancing the accuracy, reliability, and efficiency of audits (Alles,
2015; Warren et al., 2021). At the same time, the growing prevalence of cybersecurity threats and
increasingly complex digital infrastructures has elevated cyber risk assessment and IT governance to
central pillars of internal audit responsibilities (Kranacher & Riley, 2020; Ghosh & Rai, 2022). This
convergence of technologies has redefined the auditor’s role, positioning internal audit as a strategic
partner that enhances organizational resilience, decision-making, and value creation, rather than
functioning merely as a compliance mechanism (Eulerich & Kalinichenko, 2020; Rosli et al., 2023).

Despite these opportunities, organizations face significant challenges in adopting digital audit
technologies. Variations in technological readiness, skills gaps among auditors, and evolving regulatory
requirements often hinder implementation (Alles, 2015; Rozario & Vasarhelyi, 2018). Ethical and legal
concerns—such as data privacy, algorithmic bias in Al models, and accountability in automated audit
processes—further complicate adoption (Martin, 2019; Vasarhelyi et al., 2022). Moreover, small and
medium-sized enterprises (SMEs) frequently encounter resource and capacity limitations, restricting their
ability to integrate advanced auditing solutions (Moll & Yigitbasioglu, 2019).

Given the rapid pace of technological change and the increasing importance of cybersecurity
and data analytics in auditing, a systematic review of studies published between 2019 and 2025 is
necessary. Such a review can synthesize current knowledge, identify emerging trends, and highlight best
practices (Appelbaum et al., 2021; Rosli et al., 2023). By using the PRISMA method, this assessment
collates and analyzes studies focusing on the interplay of Al, facts analytics, and cybersecurity within
internal auditing. The objective is to provide a comprehensive know-how of the way internal audit
practices are evolving inside the digital generation, to tell future studies, manual expert practice, and aid
policymakers in strengthening audit effectiveness, danger management, and organizational governance
in digitally-driven environments.

Methodology
Method

This systematic assessment changed into performed following the PRISMA 2020 (Preferred
Reporting Items for Systematic Reviews and Meta-Analyses) recommendations to ensure methodological
rigor, transparency, and reproducibility. The PRISMA framework, which encompasses 4 key stages
identification, screening, eligibility, and inclusion was strictly applied to systematically search, examine,
and synthesize the literature at the evolving role of internal audit within the virtual generation (2019 to
2025), with a focus on Al, data analytics, and cybersecurity practices.

A complete literature seek was done throughout Scopus and Google Scholar, selected for their
vast coverage of peer-reviewed journals and conference court cases in management and organizational
research. The search approach hired a aggregate of keywords and Boolean operators, inclusive of:
“Internal Audit,” “Digital Era,” “Artificial Intelligence,” “Data Analytics,” “Cybersecurity,” “Audit Innovation,”
“Technology in Auditing,” “Risk Management,” and “Corporate Governance.” The search was restrained
to guides from 2019 to 2025 to seize the most recent developments and developments. Only empirical
studies posted in peer-reviewed journals in English were blanketed to make certain relevance and
reliability.
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The preliminary seek yielded 116 facts. After disposing of duplicates and applying predefined
inclusion and exclusion standards including relevance to internal audit inside the virtual technology,
empirical methodology, and clean research framework the research proceeded to the screening degree.
Full textual content articles have been then assessed for eligibility to verify alignment with the research
goals. Ultimately, 30 research met the standards and have been protected inside the final synthesis. This
structured, stepwise approach ensured that only high quality, directly relevant studies were considered,
thereby enhancing the validity and strength of the review finding.

Data Tool and Collection

The statistics applied in this examine had been textual in nature, such as secondary information
extracted from posted studies articles. The records series procedure turned into performed in 2025 the
usage of the Scopus educational database (https://www.Scopus.Com), that is extensively recognized for
its full-size insurance of high first-rate, peer-reviewed literature. To make certain the systematic retrieval
of applicable research, an advanced search method became implemented. The particular seek phrases
and parameters protected as follows: Internal Audit Digital Era Artificial Intelligence Data Analytics
Cybersecurity Audit Innovation Technology in Auditing Risk Management Corporate Governance AND
PUBYEAR > 2018 AND PUBYEAR < 2026 AND ( LIMIT-TO ( SUBJAREA , "COMP" ) OR LIMIT-TO (
SUBJAREA , "ECON" ) OR LIMIT-TO ( SUBJAREA , "BUSI" ) OR LIMIT-TO ( SUBJAREA , "SOCI") )
AND ( LIMIT-TO ( LANGUAGE , "English" ) ) AND ( LIMIT-TO ( PUBSTAGE , "final" ) ). This superior
question was carefully designed to capture best empirical articles published in very last-stage, peer-
reviewed journals, with a specific recognition at the fields of Business (BUSI), Computer Science
(COMP), Economics (ECON), and Social Sciences (SOCI). The inclusion criteria in addition limited the
consequences to research written in English, published among 2019 and 2025, and acting in authentic
journals. Using this method, a complete of 116 facts have been to start with retrieved. Following the
PRISMA method, these data had been subjected to a rigorous procedure of identity, screening, eligibility
evaluation, and inclusion to ensure each relevance and nice. The choice system is summarized inside
the PRISMA diagram (see Figure: PRISMA diagram).

Data Analysis

The facts evaluation process hired a rigorous mixed-methods method, combining quantitative
and qualitative strategies to offer a complete synthesis of the chosen literature. Following the PRISMA
(Preferred Reporting ltems for Systematic Reviews and Meta-Analyses) technique, 30 relevant peer-
reviewed articles had been covered. For every look at, particular bibliographic records, studies contexts,
look at designs, methodologies, and key findings have been systematically extracted and prepared,
making sure transparency and allowing replicability of the evaluation process.

Quantitative analysis on the whole targeted on bibliometric elements, such as book years,
geographical contexts, research disciplines, and frequency of key themes. Microsoft Excel changed into
used to systematically prepare this information, taking into consideration efficient coding, visualization,
and mapping of thematic tendencies throughout the research. This step facilitated the identification of
temporal and contextual patterns, highlighting the evolution of studies attention and emerging traits in
transformational management and organizational performance.

Qualitative evaluation became carried out the use of ATLAS.Ti 22, a specialized tool for textual
information evaluation. The extracted textual content, including look at findings, discussions, and
theoretical frameworks, turned into subjected to open and axial coding to discover recurring ideas,
patterns, and relationships. Codes had been similarly grouped into categories, and those have been
synthesized into overarching issues reflecting mediating and moderating factors, contextual impacts, and
key mechanisms thru which transformational leadership impacts organizational performance. Emerging
styles were carefully pass-verified with bibliometric findings to make sure consistency and robustness of
interpretation.

The combined quantitative and qualitative approach enabled a holistic expertise of the literature,
providing insights into no longer most effective the thematic distribution and methodological
developments however also the underlying mechanisms, contextual versions, and studies gaps inside
the look at of transformational management. This multi-layered analysis paperwork a sturdy foundation
for proof-based conclusions, presenting both theoretical and sensible implications and guiding future
studies guidelines within the field.
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Figure 1: PRISMA Flow Diagram Summary

The PRISMA diagram is a flowchart intended to make it easier to perform systematic reviews in
a planned manner. Identification, screening, eligibility, and inclusion are the four main phases of this
process. A search strategy is developed and implemented in the identification phase to find pertinent
research. The research is evaluated for relevance during the screening stage using predetermined
criteria. Studies are assessed for eligibility in the eligibility stage based on their value and applicability.
Studies are added to the systematic review during the inclusion stage.

Interpretation and Analysis of the Results

This section affords the interpretation and evaluation of the findings derived from the systematic
literature assessment. Following the PRISMA technique, 30 research were protected in the final
synthesis. The outcomes display key studies patterns, thematic orientations, and conceptual linkages
between Internal Audit and the Digital Era.

The evaluate indicates that the majority of studies consciousness on the evolving position of
internal audit within the context of Al, statistics analytics, and cybersecurity practices, highlighting how
technological advancements are reshaping auditing techniques and hazard control. The analysis also
demonstrates a clean increasing fashion in publications from 2019 to 2025, reflecting developing
scholarly hobby on this discipline across various sectors and geographic areas. Both qualitative and
quantitative studies offer proof of the great impact of digital technology on internal audit practices.

Additionally, a phrase cloud analysis of the maximum often taking place terms in the reviewed
studies in addition supports these findings, emphasizing routine standards together with Artificial
Intelligence, Data Analytics, Cybersecurity, Risk Management, and Audit Innovation. These insights
collectively illustrate the emerging priorities, thematic trends, and conceptual linkages shaping research

on internal audit in the digital era.
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Figure 2: Number of publications by year

The trend of publications related to internal audit in the digital era in the virtual generation, as
shown inside the determine, suggests a gradual growth from 2019 to 2023, observed by means of a
sharp surge in 2024 and 2025. Between 2019 and 2022, the number of files remained fantastically low
and stable, ranging from approximately 2 to five courses per 12 months. A mild boom is observed in
2023, with about 7 guides, suggesting a developing reputation of the subject.

The maximum widespread increase occurs in 2024 and maintains into 2025, with around 47
files according to 12 months, indicating a dramatic upward thrust in scholarly hobby inside the function of
internal audit amidst technological advancements, which includes Al, information analytics, and
cybersecurity practices. This surge reflects the increasing relevance of digital transformation in audit
practices and highlights a developing frame of empirical studies throughout one-of-a-kind sectors and
regions.

Overall, the figure demonstrates that research on internal audit inside the virtual generation is
gaining momentum, especially in latest years, signaling an emerging fashion and heightened interest
from students globally.
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Figure 3: Documents by Subject Area

The pie chart shows the distribution of documents by subject area in Scopus, and it highlights
that research output is largely concentrated in a few dominant fields. Computer Science accounts for the
largest share at 23.1 percent, reflecting the growing global emphasis on digital transformation, artificial
intelligence, data analytics, and cybersecurity. Close behind is Economics and Econometrics with 20.5
percent, which underlines the strong interest in financial systems, global trade, and economic
development. Business, Management, and Accounting represents 18.6 percent, showing the importance
of organizational performance, governance, and corporate innovation. Together, these three fields make
up over 62 percent of the total, clearly indicating that technology, economics, and management are at the
center of current academic research.

Social Sciences contribute 12.7 percent, confirming the relevance of studies on human
behavior, culture, and societal issues in shaping development. Decision Sciences and Engineering each
hold 8.1 percent, both playing a crucial role in optimization, innovation, and practical problem-solving.
Mathematics, with 6.5 percent, supports these applied areas as a fundamental discipline.

In contrast, some areas have been significantly reduced. Art and humanities (0.7 percent),
agriculture and biological science (0.3 percent), and environmental science (0.3 percent) show very
limited appearance, which suggests that the dataset is mainly embellished with business, economics and
technical subjects rather than natural environment or cultural studies. The "other" category, with 1
percent, reflects the contribution from different small subject areas.

Overall, distribution indicates that research trends between 2019 and 2025 take strong shapes
by digital economy, technology and business related topics, supported by mathematics and engineering,
while social sciences provide important human and cultural approaches. However, the relatively small
portion of agriculture and environmental research also indicates potential intervals and opportunities for
more interdisciplinary functions in studies related to stability and climate.
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Figure 4: Documents by Affiliations

The bar chart gives the distribution of files by way of institutional affiliation, highlighting the
pinnacle participants to the dataset. INTI International University leads with the very best wide variety of
publications, slightly above 30 files, demonstrating its lively position in research output. This is observed
carefully via Zarqa University and the University of Petra, each of which also contribute a massive extent,
underscoring their sturdy engagement in instructional publishing. Universiti Sains Malaysia seems next
with simply below 25 files, reflecting its big role as a studies-intensive institution within the place.

The mid-variety participants include Jadara University, Al Al-Bayt University, and Qassim
University, every producing among 15 and 20 files, which indicates a slight however noteworthy level of
studies hobby. Al-Balga Applied University and Al-Hussein Bin Talal University make contributions
slightly fewer guides, yet nonetheless demonstrate constant involvement in scholarly output. At the
decrease end of the chart, the University of Jordan bills for round 10 files, marking it because the least
represented many of the listed affiliations, although nonetheless contributing to the general body of work.

Overall, the records monitor that research output isn't ruled by a single institution but
alternatively disbursed across several universities, with a strong presence from each Middle Eastern and
Asian institutions. The main function of INTI International University, Zarga University, and the University
of Petra shows those institutions are at the vanguard of studies in the issue vicinity, whilst others
maintain a steady but smaller percentage, together contributing to the range and breadth of scholarship
represented within the dataset.
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Figure 5: Documents by Country

The chart illustrates the distribution of documents by means of united states or territory,
indicating where the most studies output has originated. Jordan emerges because the main contributor
with greater than forty files, reflecting its robust academic engagement and the outstanding position of
Jordanian universities in the subject. Malaysia follows with slightly above 35 files, highlighting the united
states’s dynamic research environment and its developing impact in global scholarship. Saudi Arabia
additionally contributes notably, with over 30 files, pointing to its increasing investment in higher
education and research capacity.

Kuwait and the United Arab Emirates make a contribution a moderate volume of courses, each
ranging among 15 and 20 documents, displaying that Gulf countries have become energetic members
within the research panorama. India and the US appear within the middle range, every contributing
around 10 to twelve files, which, even as fantastically smaller in comparison to Jordan or Malaysia,
nevertheless display significant involvement. Australia and the United Kingdom each produce slightly
fewer outputs, whilst Bahrain data the lowest depend many of the indexed nations, with fewer than 10
documents.

The usual distribution shows that Middle Eastern international locations, mainly Jordan, Saudi
Arabia, and Kuwait, dominate the studies output within this dataset, observed by using Malaysia as a
robust Asian consultant. Western nations together with the United States, the UK, and Australia play a
greater restricted position in comparison. This sample reflects the regional concentration of research
pastime in the Middle East and elements of Asia, emphasizing how educational production in these areas
has multiplied in latest years and contributes considerably to the worldwide know-how base.
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Figure 6: Types of Documents

The chart on documents by using type demonstrates that book chapters dominate the
distribution, accounting for nearly half of the entire with 48.3 percentage. This shows that lots of the
scholarly output on this dataset is produced within edited volumes, which often permit for specialized,
subject matter-targeted contributions. Articles represent the second one biggest class at 22.4
percentage, highlighting their significance as the same old layout for disseminating peer-reviewed
research findings in journals. Books, which make up 21.6 percentage, actually have a full-size presence,
reflecting the preference in some fields for more comprehensive and in-depth explorations of challenge
matter. Reviews represent 8.0 percentage, underscoring their function in synthesizing present
information and guiding future research instructions. Conference papers, at best 1.7 percentage, appear
because the least represented type, which indicates both restrained convention court cases listed in
Scopus for this region or extra reliance on extra formal and permanent forms of book.

Overall, the chart indicates a clean orientation toward book-based totally contributions, both
chapters and complete books, while magazine articles continue to be crucial but tremendously fewer in
percentage. The restricted proportion of convention papers indicates that the studies lifestyle on this area
favors long-shape and peer-reviewed outputs over shorter, initial communications.
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Figure 7: Source of Documents

The chart titled "Documents consistent with year by way of source" from Scopus, evaluating
report counts throughout 5 resources from 2019 to 2025. The x-axis represents the years, at the same
time as the y-axis suggests the range of files, ranging from zero to twenty-five. Four sources are plotted:
Journal of Emerging Technologies in Accounting (blue), Accounting Auditing and Accountability Journal
(crimson), Studies in Systems Decision and Control (inexperienced), and ACM International Conference
Proceeding Series (orange), with Studies in Computational Intelligence (pink) displaying a great spike.
From 2019 to 2023, maximum assets hold a close to-zero record rely, with mild fluctuations. In 2024,
Studies in Computational Intelligence surges to approximately 20 files, peaking sharply in 2025, even as
other sources stay low, with Studies in Systems Decision and Control accomplishing around 20
documents in 2025. The chart highlights a dramatic increase in file output for Studies in Computational
Intelligence, suggesting a potential studies trend or facts anomaly, whilst other sources display minimal
activity. The information is copyrighted with the aid of Elsevier B.V. In 2025, with Scopus as a registered
trademark.
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Figure 8: Internal Audit in the Digital Era Word Cloud

Based on the keywords provided, | have created a word cloud with the requested words more
bold and larger. Please note that the word cloud is a visual representation, and the size and boldness of
words are for aesthetic purposes rather than indicating their frequency or importance. In this word cloud,
the words that are displayed more prominently and are larger and bolder compared to other words in the
cloud. However, the size and boldness of words do not necessarily reflect their significance or frequency
in actual data analysis. However, these visual attributes do not indicate the actual relevance or
occurrence of the words in a real-global evaluation. The identify for this word cloud is "Role of Internal
Audit inside the Digital Era."

Research Questions

. How has the position of internal audit developed with the adoption of digital technologies
between 2019-20257?

. What are the key contributions of Al, information analytics, and cybersecurity practices to
enhancing internal audit effectiveness?

. What challenges and risks do internal auditors face in integrating virtual technologies?

. How do virtual equipment reshape the relationship between internal audit and organizational
governance?

. What are the future research directions for internal audit in the digital era?

Conceptual Framework

DIGITAL TRANSFORMATION Al AND AUTOMATION
OF INTERNAL AUDIT IN AUDITING

THE EVOLVING
ROLE OF INTERNAL
AUDIT IN THE
DIGITAL ERA
DATA ANALYTICS CYBERSECURITY
FOR ASSURANCE AND INTERNAL AUDIT

223



Inspira- Journal of Commerce, Economics & Computer Science: Volume 11, No. 03, July-September, 2025

Findings

The systematic review of thirty studies published between 2019 and 2025 reveals a significant
evolution in internal audit practices, largely driven by the integration of artificial intelligence (Al),
advanced data analytics, and cybersecurity practices. Across the reviewed literature, a clear pattern
emerges showing that digital transformation has fundamentally reshaped the internal audit function.
Organizations that have embraced cloud technologies, enterprise resource planning (ERP) systems, and
other digital tools report notable improvements in audit efficiency, transparency, and collaboration.
However, the pace of adoption varies widely, with many organizations, particularly small and medium-
sized enterprises, still in the early stages of digital audit maturity.

Al and automation are central to this transformation. Studies indicate that the deployment of
machine learning algorithms and robotic process automation enables auditors to automate repetitive,
low-value tasks, thereby freeing them to focus on judgment-based work and complex analyses. Al is also
being used to enhance predictive risk assessments, improve fraud detection, and generate actionable
insights from large datasets. Complementing Al, advanced data analytics allows internal auditors to
conduct full-population testing and identify anomalies that would otherwise go unnoticed using traditional
sampling techniques. The integration of big data into audit processes improves both the accuracy and
timeliness of audits, creating new opportunities for continuous monitoring and real-time assurance.

Simultaneously, the growing prevalence of cyber threats has positioned cybersecurity as a
central concern for internal auditors. The literature highlights that auditors are increasingly required to
evaluate digital controls, assess cyber governance frameworks, and contribute to organizational
resilience against cyber risks. These developments underscore a shift in internal audit responsibilities
from purely financial and compliance-focused oversight toward broader technology-driven risk
management.

Another recurring theme in the literature is the evolving skill set required of auditors in the digital
era. Traditional auditing skills, while still relevant, are insufficient on their own. Auditors must now
possess a combination of technical competencies—including proficiency in Al, analytics, and
cybersecurity and soft skills such as adaptability, ethical reasoning, and effective communication. Several
studies emphasize that training programs and continuous professional development are critical to equip
auditors with these hybrid capabilities, ensuring they can navigate the complexities of technology-driven
audit environments effectively.

Finally, the literature underscores ongoing ethical, regulatory, and governance challenges. Data
privacy concerns, potential biases in Al algorithms, and the need to comply with evolving international
standards for financial reporting and auditing remain significant hurdles. These challenges highlight the
importance of establishing robust governance frameworks to ensure that Al and analytics are applied
responsibly and that audit outcomes remain reliable and credible. Overall, the findings indicate that
internal audit is increasingly recognized as a strategic function, providing value beyond compliance by
informing decision-making, managing risks, and enhancing organizational governance in the digital era.

Key Findings Summary

Using the PRISMA framework, a total of 30 studies published between 2019 and 2025 were
systematically reviewed. The evidence extracted from these studies was synthesized and organized into
seven overarching themes, which collectively capture the core patterns and insights emerging from the
literature in the following table.

No. Theme Key Findings (Synthesized)
1. Digital Adoption of cloud-based systems, ERP integration, and digital
Transformation of tools enhances audit efficiency and transparency. Early adoption
Internal Audit varies, with many organizations still in initial stages.
2. Al & Automation in Al and RPA automate repetitive audit tasks, facilitate predictive
Auditing risk analysis, and improve fraud detection. Barriers include
technical skills gaps, cost, and resistance to change.
3. Data Analytics for Advanced analytics enables full-population testing and anomaly
Assurance detection, improving audit quality and decision-making. Big data
approaches are increasingly integrated into audit workflows.
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4. Cybersecurity and Cybersecurity has become central to internal audit functions.
Internal Audit Auditors are evaluating cyber governance frameworks, resilience
strategies, and digital risk controls.
5. Skills & Auditors require hybrid competencies: technical (Al, analytics,
Competencies of cybersecurity) and non-technical (communication, ethical
Auditors judgment, adaptability). Training and upskilling are critical.
6. Ethical & Regulatory | Data privacy, algorithmic bias, and alignment with IFRS/ISA
Challenges standards remain challenges. Governance frameworks are
essential for responsible Al and digital audit practices.
7. Future of Internal Internal audit is evolving from a compliance-centric function to a
Audit strategic partner, leveraging digital tools to add organizational
value and enhance governance.

Discussion

The findings of this review provide compelling evidence that the internal audit profession is
undergoing a profound transformation, driven by the convergence of digital technologies, Al, and
cybersecurity practices. Unlike traditional audits, which primarily focused on compliance and
retrospective verification of financial records, modern internal auditing leverages digital tools to provide
forward-looking, data-driven insights. Al and advanced analytics allow auditors to detect risks and
anomalies proactively, automate routine work, and enhance overall audit quality. This shift signifies a
move from operational oversight to strategic involvement, enabling internal audit to play a central role in
organizational decision-making and governance.

Despite these advancements, adoption of digital audit technologies is uneven. Large
organizations tend to lead in implementing Al, cloud-based solutions, and analytics frameworks, while
smaller enterprises often face barriers related to cost, technological readiness, and skill shortages.
Studies indicate that this uneven adoption can create gaps in audit effectiveness, highlighting the need
for tailored strategies to support technology implementation across diverse organizational contexts.

A critical factor emerging from the literature is the evolution of auditor competencies. Modern
auditors are expected to possess hybrid skill sets, combining technological expertise with ethical
judgment, communication skills, and adaptability. Training and professional development programs are
essential to bridge skill gaps and ensure that auditors can operate effectively in increasingly complex
digital environments. Moreover, the integration of cybersecurity assessments into auditing practices has
elevated the importance of IT risk management. Auditors are now required to evaluate digital governance
frameworks, assess vulnerability to cyber threats, and recommend strategies to enhance organizational
resilience, positioning internal audit as a key enabler of digital security and trust.

Ethical and regulatory considerations also remain central to the evolving audit landscape.
Ensuring responsible use of Al, protecting data privacy, and adhering to international auditing and
reporting standards are essential to maintain the credibility and reliability of digital audit practices. Failure
to address these considerations could compromise audit integrity and organizational governance.
Collectively, the studies indicate that the internal audit profession is not only adapting to technological
change but also expanding its strategic role, contributing to risk management, organizational resilience,
and value creation.

Conclusion

This systematic review highlights that the internal audit function has evolved substantially between
2019 and 2025, driven by the widespread adoption of Al, data analytics, and cybersecurity practices.
Internal audit is no longer confined to compliance and retrospective verification; it has emerged as a
strategic partner that actively supports organizational decision-making, risk management, and governance.
Digital tools and analytics enhance audit efficiency, accuracy, and predictive capability, while Al enables
auditors to automate repetitive tasks and focus on higher-order judgment and risk assessment. However,
this transformation is accompanied by challenges. Adoption remains uneven across organizations,
particularly among SMEs that face resource, skill, and technological limitations. Hybrid auditor
competencies, combining technical, ethical, and soft skills, are essential to navigate this complex
environment. Cybersecurity has become a central audit responsibility, and robust governance frameworks
are critical to ensure ethical, legal, and regulatory compliance in technology-driven audit processes.
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Overall, the review provides a comprehensive synthesis of the evolving role of internal audit in

the digital era. By highlighting key trends, challenges, and opportunities, it offers valuable insights for
academics, practitioners, and policymakers seeking to enhance audit effectiveness, strengthen
organizational governance, and leverage digital technologies responsibly in auditing practices. Future
research should continue to explore the intersection of Al, analytics, and cybersecurity, focusing on
practical frameworks, training strategies, and organizational adoption models to maximize the strategic
impact of internal audit in an increasingly digital world.
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