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Cyber Security Concerns in E-commerce

Dr. Budesh Kanwar

Introduction
E-commerce security is basically a set of protocols that safely execute

ecommerce transactions. Strict security measures are must to protect companies from
threats like credit card fraud, or they risk jeopardizing revenue and customer trust, due
to the inability to guarantee safe credit card processing. E-commerce security risks
can occur due to accidental, intentional or by a human error. The most prevalent
cyber security threats are phishing attacks, hacking, credit card fraud, data errors or
unprotected online services and websites. Cyber security is the most crucial
features of E-Commerce. Without proper protocols in place, online retailers put
themselves and their customers at risk for various fraud. Small scale stores face even
greater ecommerce security risks due to insufficient internet safety from
cybercriminals.
Cyber-Attack Threat Levels are Intensified

Cyber-Attack threat levels are more in businesses that are aware of growing
cyber security problems and privacy issues, its surprising that 75% of device
communication remains unencrypted. In general cyber security threat is due to basic
three reasons:
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 Cyber security issues handled by engineers who are handling technical parts
and software in the organization. Other employees have no idea what to do.

 Many layers of technology may get old, obsolete or new exist in an
organization, and updates to the new systems don’t resolve vulnerability to the
older version.

 Companies are not prioritizing time, money and personnel for cyber security
because their main focus is production and profits.

The Sources of Cyber Threats
 Cyber-criminals steal data such as contact numbers, credit card info, and bank

account details etc for earning profit.
 Malicious hackers with some personal enmity or criminal mentality hack into

systems to expose the host’s vulnerability.
 The hackers inspired by political and social activism hack systems with

opposed ideology or mindset.
 The cyber terrorists representing a growing fringe element threaten to unleash

chaos and disrupt the societies they target.
 Other than these individuals or groups, there are nation states coordinating

cyber-attacks aimed at weakening opponent states or nations.
The Adverse Effects of a Cyber-Attack

The effects of Cyber-Attacks can be devastating personally and economically,
few examples that can be quoted for adverse effects are:
 Simpli Safe’s unencrypted air communications enabled hackers to access

home user PINs to deactivate alarms. As there’s no patch for this, more than
300,000 Simpli Safe devices went the replacement route.

 Hackers calling themselves “Guardians of Peace” hacked Sony Pictures. The
leakage of personal information and studio gossip compromised employee
privacy and company strategy.

 With the development in technology we are more dependent on technology
and so need to be concerned about cyber-security. Safety depends a lot on
how proactive we are regarding security as precaution is better than cure.

Ways to Protect Your Online Business against Cyber Attacks
When it comes to protecting a business against cyber attacks, points to be

taken care to protect online brand from falling victim to cyber attacks are:
 Use of Secure E-commerce Platform: One should host e-commerce website

on a platform which supports sophisticated object-orientated programming
languages. The plug-in used should include low-costing, easy setup and
higher security.
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 Use of Secure Connection for Online Business: Use strong SSL (Secure
Sockets Layer) for web and data protection. With encrypted SSL, no third-
party would be able to make any sense of it. That will directly increase
customer’s trust in the website.

 Keep an Eye on Social Engineering Frauds: Social engineering involves
any other sort of online communication that invokes urgency, fear, or similar
emotion in the victim, forcing them to promptly reveal their personal
information. Massive social engineering scams have been seen in the past.
About 14 percent of all recipients click the malicious attachment or links that
enable the hacker to successfully attack a business.

 Use Complex and Unique Passwords: It is the responsibility of online
retailers to secure sensitive information of customer on the servers. Customers
should use complex passwords by adding special characters, mixed numbers
and symbols for the accounts on website. That will make the job of hackers
that much more difficult.

 Layer the E-commerce Security: Layering the security is one of the optimal
way to keep online business safe. Top layer is firewalls, since they are
essential for stopping attackers before they can breach your network and
access the sensitive information. Then extra layers of security can be added to
the website and applications, such as login pages, contact forms, and various
search queries. That ensures that the e-commerce portal of your business is
protected against application-level attacks.

 Monitor All Transactions: Business and hosting provider should monitor on
regular basis all transactions for unknowing suspicious activity. They should
design an alert system to flag main threats like a wrong shipping address, or
multiple orders being placed by a single user’s payment with different credit
cards.

 Deploy Timely PCI (Payment Card Industry) Scans and Updates: The
Ecommerce platform should issue frequent updates and PCI scans to fight for
any potential threats that may be targeting your online business. Automatic
updates should also be used as standard practice in preventing latest
vulnerabilities by viruses and malware.

 CVV Verification: Card Verification Value is the three- or four-digit number on
the back of a credit card. Many cyber criminals may have a credit card
number, but not the physical card. A CVV requirement makes it impossible for
a fraudulent transaction to take place.

 Choose a Hosting Provider that is PCI Amendable: In order to be PCI
amendable an ecommerce platform must adhere to a strict set of policies and
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procedures that guarantee the security of payment via credit or debit card.
Some of those solutions include encryption, secure software, extensive
periodic monitoring, risk analysis etc.

 Platform should be Protected Against DoS/DDoS Attacks: Most websites
simply don’t have the option to protect against a DoS/DDoS attack, however,
the ecommerce platform should have the security in place to counter
DoS/DDoS threat.

Conclusion
With the growth in technology Cyber security threats aren’t reducing. In fact,

the condition is getting poor day by day. Due to shortage of cyber security
professionals and solutions to combat increasing sophisticated attackers, threats
coupled with a growing dependence on technology, the threats appear intensified
2018. Not only hacking is a huge risk for all online merchants, but accepting a
fraudulent payment also comes at the cost of having to refund the charges that are a
direct financial loss to the business. Outside of financial consequences, data breaches
damage a company’s reputation in market and can alarm once loyal customers to
avoid putting their information at risk. E-commerce businesses are highly targeted by
cyber criminals as they don’t wait for particular season or reason. All type of business
whether small, medium or large are at the mercy of hackers who will exploit every
opportunity they get to take out sensitive data and use it for their unrevealed motives-
mainly, to earn profit. However, use of right tools on periodic basis will surely minimize
the threat of fraud and instill trust within the customers.
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